
HYRESKONTRAKT
FÖR RESTAURANGLOKAL

Sid 1 (6)

Undertecknande parter har denna dag träffat följande hyresavtal: Kryss i ruta innebär att den därefter följande texten gäller.
1. Parter

Hyresvärd

Namn: Personnr/orgnr:

Adress:

Hyresgäst Namn: Personnr/orgnr:

Aviseringsadress:

Restaurangens
namn/varu-
märke

Restaurangens namn/varumärke:

Hyresobjektets
adress

Gata:

Kommun: Fastighetsbeteckning:

2. Rätten till
restaurangens
namn/varumärke

Rätten till restaurangens namn/varumärket och rätten att nyttja namnet/varumärket tillhör:

Hyresgästen. Vid ett upphörande av hyresförhållandet ska hela nyttjanderätten till restaurangens namn/varumärke följa hyresgästen.
Hyresvärden har inte rätt att, utan den ovan angivna hyresgästens skriftliga tillstånd, uthyra restaurangen till ny operatör under detta
namn.

Hyresvärden. Hyresgästen medges rätt att nyttja namnet/varumärket i sin rörelse under den avtalade hyrestiden. Hyresgästen har inte rätt
att nyttja namnet i annan verksamhet än vad som ryms inom ramen för detta kontrakt. Vid ett upphörande av hyresförhållandet ska hela
nyttjanderätten till restaurangens namn/varumärke återgå till hyresvärden.

3. Restaurang-
lokalens skick och
användning Lokalens skick vid detta kontrakts tecknande samt vem som på tillträdesdagen i förekommande fall ska ha ombesörjt

och bekostat dels åtgärdandet av brister, dels överenskomna ändringar framgår av bifogat besiktnings- och
åtgärdsprotokoll.

4. Restaurang-
lokalens storlek
och omfattning

Lokalens omfattning har markerats på bifogade ritning(ar).

Lokalen omfattar totalt ca m2 med följande fördelning:

Serveringsarea ca m2

Restaurangkök, ekonomiutrymmen,
förråd ca

m2

Övrig area ca m2

Om i kontraktet angiven area avviker från faktisk area medför avvikelsen inte rätt för hyresgästen till återbetalning eller sänkning av hyran
respektive hyresvärden rätt till högre hyra.

5. Garage och
parkerings-
platser

I den förhyrda lokalen ingår garageplatser för personbilar.

I förhyrningen ingår parkeringsplatser på mark.

I förhyrningen ingår tillfart för bil för i- och urlastning.

Hyresvärden ansvarar för skötsel av parkeringsytor på mark och för att de förhyrda platserna markeras och reserveras för hyresgästen.

6. Gräns-
dragningslista

Fördelning av ägar- och underhållsansvar avseende fastigheten och lokalen har angetts i bifogad gränsdragningslista.

7. Inredning Lokalen hyrs ut utan särskild för verksamheten avsedd inredning.

Lokalen hyrs ut med den inredning, som framgår av den av båda parterna godkända förteckningen i gränsdragningslistan. Ansvar för
underhåll, utbyte och ägande avseende inredningen framgår av gränsdragningslistan.

Upplysning
Observera att det i vissa fall förutom kryss i ruta också erfordras att bilaga fogas till kontraktet för att
överenskommelsen i bilagan ska bli tillämplig. Det gäller exempelvis indexklausul och klausul om fastighetsskatt. Till
ledning för ifyllandet av kontraktet finns en av organisationerna utarbetad handledning. Numreringen av
kantrubrikerna överensstämmer med motsvarande numrering i handledningen.

Detta restauranghyreskontrakt, Fastighetsägarna Sveriges formulär nr 84, är framtaget 2008 gemensamt mellan
Fastighetsägarna Sverige och Visita. Reviderat 2014. Eftertryck förbjuds.
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Stendörren Blästerugnen 2 AB       556822-2268     

Linnégatan 87 B, 115 23, Stockholm

T-Wok Express AB 559033-5989       

Rättarvägen 2, 633 48, Eskilstuna, c/o Oscar Luu

Bamboo Express

Kokillgatan 7

Västerås Blästerugnen 2

Bamboo Express
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HYRESKONTRAKT
FÖR RESTAURANGLOKAL

Sid 2 (6)

Kryss i ruta innebär att den därefter följande texten gäller
8. Skötsel, drift,
reparationer och
underhåll

Ansvaret för skötsel, drift, reparationer och underhåll avseende fastigheten och lokalen har fördelats mellan hyresvärd och hyresgäst i
gränsdragningslistan (se bilaga ).

Hyresgästen har inte rätt att, utan hyresvärdens skriftliga godkännande, utföra ombyggnader eller andra ändringsåtgärder som medför
ingrepp i eller påverkar fastighetens stomme, installationer eller anläggningar såsom exempelvis el, va och ventilation. I det fall hyresvärd eller
hyresgäst åsidosätter sin underhållsskyldighet och inte vidtar rättelse inom skälig tid efter skriftlig uppmaning, har den andra parten rätt att
fullgöra skyldigheten/åtgärden på bekostnad av den part som ska bära underhållsansvaret enligt fördelningen i gränsdragningslistan.

9. Återställande
vid avflyttning

Hyresgästen ska vid avflyttning, om inte annat har överenskommits, på egen bekostnad lämna lokalen väl rengjord, medta och bortforsla
hyresgästen tillhörig inredning och utrustning samt reparera uppkomna skador och i övrigt återställa lokalen i godtagbart skick. Parterna är
eniga om att senast sista dagen av hyresförhållandet gemensamt genomföra besiktning av lokalen.

10. Hyrestid Från och med den: Till och med den:

11.Uppsägningstid
och förlängnings-
tid

Uppsägning av detta kontrakt ska ske skriftligen minst månader före den avtalade hyrestidens utgång.

I annat fall är kontraktet för varje gång förlängt med  år  månader.

12. Hyra Hyran uppgår till kr per år, exklusive nedan markerade tillägg.

Hyran, exklusive nedan markerade tillägg, ska baseras på omsättningen i den rörelse som hyresgästen bedriver i lokalen,
enligt villkor och beräkningsgrund som har angetts i bifogad omsättningshyresklausul.

13. Indexklausul Ändring av ovan angiven hyra sker i enlighet med bifogad indexklausul.

14.Fastighetsskatt Ersätts i enlighet med bifogad fastighetsskatteklausul. Ingår i hyran.

15. Värme och
varmvatten

Hyresgästen tecknar eget abonnemang avseende värme och varmvatten.

Hyresvärden ombesörjer erforderlig uppvärmning av lokalen. Hyresvärden ska tillhandahålla varmvatten under hela
året. Hyresgästen ska, som tillägg till hyran, ersätta kostnaden för uppvärmning och varmvatten enligt bifogad
driftskostnadsklausul.

I hyran ingår att hyresvärden ska ombesörja erforderlig uppvärmning av lokalen och tillhandahålla varmvatten under hela året.

16. Kyla och
ventilation

Hyresgästen tecknar eget abonnemang avseende kyla.

Hyresvärden tillhandahåller ingår i hyran ersätts enligt bifogad driftskostnadsklausul

Rumskyla   

Frånluftsventilation   

Till- och frånluftsventilation   

Kyld till- och frånluftsventilation (komfortkyla)   

Kyla till data- och/eller serverrum   

Kyla till förvarings- och avfallsrum   

17 .Vatten Hyresgästen tecknar eget abonnemang avseende vatten.

Hyresvärden ska tillhandahålla vatten under hela året. Hyresgästen ska, som tillägg till hyran, ersätta kostnaden för
vattenförbrukningen enligt bifogad driftskostnadsklausul.

I hyran ingår att hyresvärden ska tillhandahålla vatten under hela året.

Upplysning
Observera att det i vissa fall förutom kryss i ruta också erfordras att bilaga fogas till kontraktet för att
överenskommelsen i bilagan skall bli tillämplig. Det gäller exempelvis indexklausul och klausul om fastighetsskatt.
Till ledning för ifyllandet av kontraktet finns en av organisationerna utarbetad handledning. Numreringen av
kantrubrikerna överensstämmer med motsvarande numrering i handledningen.

Detta restauranghyreskontrakt, Fastighetsägarna Sveriges formulär nr 84, är framtaget 2008 gemensamt mellan
Fastighetsägarna Sverige och Visita. Reviderat 2014. Eftertryck förbjuds.
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HYRESKONTRAKT
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Sid 3 (6)

Kryss i ruta innebär att den därefter följande texten gäller
18. El Hyresgästen tecknar eget abonnemang för el.

Hyresgästen ska, som tillägg till hyran, ersätta kostnaden för elförbrukningen enligt bifogad driftskostnadsklausul.

El ingår i hyran.

19. Avfalls-
hantering

I den omfattning hyresvärden är skyldig dels att tillhandahålla utrymmen för lagring av avfall dels ordna borttransport av avfall är hyresgästen
skyldig att placera avfall i avsett kärl på avsedd plats liksom att utan kompensation medverka till den ytterligare källsortering som hyresvärden
kan komma att besluta. Ägar- och underhållsansvar för avfallsutrymmen och kärl har angetts i gränsdragningslistan.

Hyresgästen ska svara för och bekosta borttransport av avfall som härrör från den verksamhet som hyresgästen bedriver i lokalen.
Hyresgästen förbinder sig att med renhållningsentreprenör teckna och vidmakthålla kontrakt om borttransport av avfall.

Hyresgästen är skyldig att bekosta bortforsling av avfall som härrör från den verksamhet hyresgästen bedriver i lokalen. Hyresvärden
samordnar hämtningen av avfall för flera hyresgäster i fastigheten. Hyresgästen ska som tillägg till hyran till hyresvärden betala ersättning
för hyresgästens andel av hämtningskostnaden. Lokalens andel av hämtningskostnaden
ska anses vara procent. Hyrestillägget uppgår vid detta kontrakts tecknande till kronor per år.

Kostnaden för borttransport av avfall som härrör från den verksamhet som hyresgästen bedriver i lokalen ingår i hyran.

20. Trappstädning ingår i hyran ombesörjs och bekostas av hyresgästen annan reglering enligt bilaga

21. Snöröjning och
sandning

ingår i hyran ombesörjs och bekostas av hyresgästen annan reglering enligt bilaga

22. Oförutsedda
kostnader

Skulle efter kontraktets tecknande oförutsedda kostnadsökningar uppkomma för fastigheten på grund av

a) införande eller höjning av särskild för fastigheten utgående skatt, avgift eller pålaga som riksdag, regering, kommun eller myndighet
kan komma att besluta om

b) generella ombyggnadsåtgärder eller liknande på fastigheten som inte enbart avser lokalen och som hyresvärden är skyldig att utföra till
följd av beslut av riksdag, regering, kommun eller myndighet

ska hyresgästen med verkan från inträdd kostnadsökning betala ersättning till hyresvärden för den på lokalen belöpande andelen av den totala
årliga kostnadsökningen för fastigheten.

Lokalens andel ska anses vara procent. Har andelen inte angetts utgörs denna av hyresgästens hyra (exkl eventuell moms)

i förhållande till de i fastigheten vid tidpunkten för kostnadsökningen utgående lokalhyrorna (exkl eventuell moms). För lokal som inte är
uthyrd görs därvid en uppskattning av marknadshyran för lokalen.

Med skatt enligt a) ovan avses inte moms och fastighetsskatt i den mån ersättningen för denna betalas i enlighet med överenskommelse. Med
oförutsedda kostnader menas sådana kostnader som vid kontraktets ingående inte beslutats av de under a) och b) angivna instanserna.
Ersättningen betalas enligt vad som avtalats om hyrans betalning.

23.Mervärdesskatt
(moms)

Hyresgästens
momsplikt

Hyresgästen ska bedriva momspliktig verksamhet i lokalen.

Hyresgästen ska inte bedriva momspliktig verksamhet i lokalen.

Hyresvärdens
momsplikt

Fastighetsägaren/hyresvärden är skattskyldig till moms för uthyrning av lokalen. Hyresgästen ska utöver hyran erlägga vid varje tillfälle
gällande moms.

Om fastighetsägaren/hyresvärden väljer att bli skattskyldig till moms för uthyrning av lokalen ska hyresgästen utöver hyran erlägga vid
varje tillfälle gällande moms.

Momsen som ska betalas samtidigt med hyran beräknas på angivet hyresbelopp jämte, enligt vid varje tidpunkt gällande regler för moms på
hyran, på i förekommande fall enligt hyreskontraktet utgående tillägg och andra ersättningar.

Om hyresvärden till följd av hyresgästens självständiga agerande – såsom exempelvis upplåtelse av lokalen helt eller delvis i andra hand (även
upplåtelse till eget bolag), eller överlåtelse – blir jämkningsskyldig för moms enligt bestämmelserna i mervärdesskattelagen, ska hyresgästen
fullt ut ersätta hyresvärden för dennes förlorade avdragsrätt. Hyresgästen ska vidare utge ersättning för den kostnadsökning som följer av
hyresvärdens förlorade avdragsrätt för ingående moms på driftskostnader som uppstår genom hyresgästens agerande.

24. Miljöpåverkan Hyresgästen ska före tillträdet inhämta erforderliga tillstånd för den verksamhet för vilken lokalen upplåts. Verksamheten ska bedrivas på ett
sådant sätt att den uppfyller vid varje tid gällande miljölagstiftning och övriga föreskrifter för miljön. Hyresgästens ansvar för miljöpåverkan
gäller även efter kontraktets upphörande och preskriberas inte enligt bestämmelserna i 12 kap. 61 § jordabalken.

För ytterligare bestämmelser avseende miljöfarlig verksamhet, se bifogad miljöklausul.

Upplysning
Observera att det i vissa fall förutom kryss i ruta också erfordras att bilaga fogas till kontraktet för att
överenskommelsen i bilagan ska bli tillämplig. Det gäller exempelvis indexklausul och klausul om fastighetsskatt. Till
ledning för ifyllandet av kontraktet finns en av organisationerna utarbetad handledning. Numreringen av
kantrubrikerna överensstämmer med motsvarande numrering i handledningen.

Detta restauranghyreskontrakt, Fastighetsägarna Sveriges formulär nr 84, är framtaget 2008 gemensamt mellan
Fastighetsägarna Sverige och Visita. Reviderat 2014. Eftertryck förbjuds.
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HYRESKONTRAKT
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Sid 4 (6)

Kryss i ruta innebär att den därefter följande texten gäller
25. Byggvaru-
deklarationer

Om hyresgästen i enlighet med bestämmelser i detta kontrakt eller i annat fall utför underhålls-, förbättrings- eller ändringsarbeten avseende
lokalen ska han för hyresvärden i god tid före arbetets utförande förete byggvarudeklarationer — i den mån sådana finns utarbetade — för de
produkter och material som ska tillföras lokalen.

26. Revisions-
besiktningar

Om det vid en av myndighet påkallad revisionsbesiktning av installationer såsom el- eller sprinkleranordningar konstateras fel och brister i
hyresgästen tillhörig installation, ska hyresgästen på egen bekostnad utföra begärda åtgärder inom den tid myndigheten har föreskrivit. Har
hyresgästen inom nämnda tid inte åtgärdat fel och brister, har hyresvärden rätt att på hyresgästens bekostnad utföra sådana åtgärder som
myndigheten föreskrivit.

27. Tillgänglighet
till vissa
utrymmen

Hyresgästen ansvarar för att tillträde till sådana utrymmen som hyresvärden eller någon som företräder hyresvärden eller som personal från
energibolag, va-bolag, telekombolag eller motsvarande måste ha tillgång till för skötsel och drift av fastigheten inte hindras genom
förhållande i hyresgästens verksamhet.

28. PBL-avgifter Om hyresgästen utan erforderligt bygglov, annat lov eller tillstånd vidtar ändringar i lokalen och hyresvärden till följd härav enligt reglerna i
plan- och bygglagen (PBL) tvingas utge byggsanktionsavgift eller vite, ska hyresgästen till hyresvärden utge ersättning med motsvarande
belopp.

29. Brandskydd Parternas skyldigheter gentemot varandra i anledning av lagstiftningen om skydd mot olyckor regleras i bifogad
brandskyddsklausul.

30. Hyrans
betalning

Hyran betalas i förskott senast sista vardagen före varje

kalendermånads början kalenderkvartals början

genom insättning på PlusGiro nr bankgiro nr Enligt avi

31. Ränta, betal-
ningspåminnelse

Vid försenad hyresbetalning ska hyresgästen betala dels ränta enligt räntelagen, dels ersättning för skriftlig betalningspåminnelse enligt
lagstiftningen om ersättning för inkassokostnader m.m.

32. Nedsättning av
hyra

Avtalat skick
m.m

Hyresgästen har inte rätt till nedsättning i hyran för tid då hyresvärden låter utföra arbete för att sätta lokalen i avtalat skick eller annat arbete
som särskilt anges i detta kontrakt med tillhörande bilagor.

Sedvanligt
underhåll Nedsättning av hyran för hinder eller men i nyttjanderätten till följd av att hyresvärden låter utföra sedvanligt underhåll av lokalen eller

fastigheten i övrigt utgår enligt hyreslagens regler.

Hyresgästen har inte rätt till nedsättning av hyran för hinder eller men i nyttjanderätten till följd av att hyresvärden låter utföra sedvanligt
underhåll av lokalen eller fastigheten i övrigt. Det åligger dock hyresvärden att i god tid underrätta hyresgästen om arbetets art och
omfattning samt när och under vilken tid arbetet ska utföras.

Parterna är överens om att rätten till nedsättning av hyran när hyresvärden låter utföra sedvanligt underhåll av lokalen
eller i fastigheten i övrigt ska regleras enligt särskild bilaga.

33. Myndighets-
krav m.m.

Hyresvärden

Hyresgästen

ska på eget ansvar och på egen bekostnad svara för de åtgärder som myndighet, domstol eller försäkringsbolag, med
stöd av nu gällande eller framtida lagstiftning eller kontrakt fr.o.m. tillträdesdagen kan komma att kräva för lokalens
nyttjande för avsedd användning. Hyresgästen ska samråda med hyresvärden innan åtgärder vidtas.

34. Skyltar,
markiser m.m.

Hyresgästen har efter samråd med hyresvärden rätt att sätta upp skylt som ger god exponering av restaurangen under förutsättning att
hyresvärden inte har befogad anledning att vägra detta och att hyresgästen har inhämtat erforderligt tillstånd av berörda myndigheter.

Hyresvärdens skyltprogram, som hyresgästen förbinder sig att följa, har angetts i bilaga.

Övriga anordningar som markiser och antenner får inte sättas upp utan hyresvärdens skriftliga tillstånd. Vid mera omfattande
fastighetsunderhåll, såsom fasadrenovering, ska hyresgästen på egen bekostnad och utan ersättning nedmontera och åter uppmontera skyltar
och andra anordningar som hyresgästen satt upp på byggnaden. 

Vid avflyttning ska hyresgästen återställa husfasaderna i godtagbart skick. 

Hyresvärden förbinder sig att inte sätta upp automater och skyltskåp på ytterväggarna till den av hyresgästen förhyrda lokalen utan
hyresgästens medgivande samt medger hyresgästen företrädesrätt att sätta upp automater och skyltskåp på ifrågavarande väggar.

35. Yttre åverkan Hyresvärden Hyresgästen

ska svara för skador på grund av åverkan på till lokalen hörande fönster, skyltfönster, skyltar samt entré- och andra dörrar eller portar som
leder till eller från lokalen. I samtliga fall omfattar ansvaret även karmar, bågar och foder.

Upplysning
Observera att det i vissa fall förutom kryss i ruta också erfordras att bilaga fogas till kontraktet för att
överenskommelsen i bilagan ska bli tillämplig. Det gäller exempelvis indexklausul och klausul om fastighetsskatt. Till
ledning för ifyllandet av kontraktet finns en av organisationerna utarbetad handledning. Numreringen av
kantrubrikerna överensstämmer med motsvarande numrering i handledningen.

Detta restauranghyreskontrakt, Fastighetsägarna Sveriges formulär nr 84, är framtaget 2008 gemensamt mellan
Fastighetsägarna Sverige och Visita. Reviderat 2014. Eftertryck förbjuds.
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HYRESKONTRAKT
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Sid 5 (6)

Kryss i ruta innebär att den därefter följande texten gäller
36. Lås, larm och
övervakning

Ansvaret för lås, larm och övervakning för fastigheten och lokalen har fördelats mellan hyresvärd och hyresgäst enligt

gränsdragningslistan (se bilaga ). Ägaransvar innebär att lokalen ska utrustas med sådana lås- och stöldskyddsanordningar

som krävs för giltigheten av hyresgästens affärs- eller företagsförsäkring. I ansvaret ingår också att förse andra utrymmen som ingår i
förhyrningen med lås- och säkerhetsanordningar i den omfattning som krävs för verksamheten.

37. Försäkringar Det åligger hyresvärden att teckna och vidmakthålla sedvanlig fastighetsförsäkring avseende den fastighet inom vilken lokalen är belägen.

Hyresgästen är skyldig att teckna och vidmakthålla företagsförsäkring för den verksamhet som bedrivs i lokalen. 

Såväl hyresvärdens som hyresgästens försäkring ska omfatta skada orsakad av tredje man.

38. Force majeure Hyresvärden fritar sig från skyldighet att fullgöra sin del av kontraktet och från skyldighet att betala skadestånd om hyresvärdens åtaganden
inte alls eller endast till onormalt hög kostnad kan fullgöras på grund av krig eller upplopp, på grund av sådan arbetsinställelse, blockad,
eldsvåda, explosion eller ingrepp av offentlig myndighet som hyresvärden inte råder över och inte heller kunnat förutse.

39. Säkerhet Hyresgästen ska till hyresvärden senast den lämna säkerhet för sina förpliktelser enligt detta kontrakt genom

borgen ställd av bankgaranti intill ett belopp om annan säkerhet i form av

Om avtalad säkerhet inte lämnats senast vid föreskriven tidpunkt är detta kontrakt förfallet, om hyresvärden före tillträdet så påfordrar.

40. Hantering av
personuppgifter

Information till hyresgäst om behandling av personuppgifter, se bilaga.

41. Särskilda
bestämmelser

42. Bilagor Besiktnings- och åtgärdsprotokoll bilaga nr:

Ritningar bilaga nr:

Gränsdragningslista bilaga nr:

Omsättningshyresklausul bilaga nr:

Indexklausul bilaga nr:

Fastighetsskatteklausul bilaga nr:

Driftskostnadsklausul bilaga nr:

Trappstädning bilaga nr:

Snöröjning och sandning bilaga nr:

Miljöklausul bilaga nr:

Brandskyddsklausul bilaga nr:

Nedsättning av hyra bilaga nr:

Skyltprogram bilaga nr:

Säkerhet bilaga nr:

Personuppgiftsklausul bilaga nr:

Upplysning
Observera att det i vissa fall förutom kryss i ruta också erfordras att bilaga fogas till kontraktet för att
överenskommelsen i bilagan skall bli tillämplig. Det gäller exempelvis indexklausul och klausul om fastighetsskatt.
Till ledning för ifyllandet av kontraktet finns en av organisationerna utarbetad handledning. Numreringen av
kantrubrikerna överensstämmer med motsvarande numrering i handledningen.

Detta restauranghyreskontrakt, Fastighetsägarna Sveriges formulär nr 84, är framtaget 2008 gemensamt mellan
Fastighetsägarna Sverige och Visita. Reviderat 2014. Eftertryck förbjuds.

Sign Sign

Nr:

Bilaga:

Bilaga:

Bilaga:

4841-20004�

3

2022-08-01

2

Deposition enligt bilaga 2

1

3

2

2

2

2

2

2

2

2

x
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HYRESKONTRAKT
FÖR RESTAURANGLOKAL

Sid 6 (6)

Kryss i ruta innebär att den därefter följande texten gäller
43. Underskrift Detta kontrakt, som inte utan särskilt medgivande får inskrivas, har upprättats i två likalydande exemplar, av vilka parterna tagit var sitt.

Tidigare kontrakt mellan parterna avseende denna lokal upphör att gälla fr.o.m. detta kontrakts ikraftträdande.

Ort/datum: Ort/datum:

Hyresvärdens namn: Hyresgästens namn:

Namnteckning (firmatecknare/ombud): Firmatecknare

Ombud enligt
fullmakt

Namnteckning (firmatecknare/ombud): Firmatecknare

Ombud enligt
fullmakt

Namnförtydligande: Namnförtydligande:

44. Överlåtelse Ovanstående hyreskontrakt överlåts fr.o.m. den .

Underskrift Frånträdande hyresgäst (namn): Tillträdande hyresgäst (namn): Personnr/orgnr:

Namnteckning (frånträdande hyresgäst): Firmatecknare

Ombud enligt
fullmakt

Namnteckning (tillträdande hyresgäst): Firmatecknare

Ombud enligt
fullmakt

Namnförtydligande (frånträdande hyresgäst): Namnförtydligande (tillträdande hyresgäst):

Hyresvärdens
godkännande Ort/datum:

Hyresvärden godkänner överlåtelsen Namnteckning (firmatecknare/ombud) Firmatecknare

Ombud enligt
fullmakt

Hyresvärdens namn: Namnförtydligande (hyresvärd/firmatecknare):

Upplysning
Observera att det i vissa fall förutom kryss i ruta också erfordras att bilaga fogas till kontraktet för att
överenskommelsen i bilagan ska bli tillämplig. Det gäller exempelvis indexklausul och klausul om fastighetsskatt. Till
ledning för ifyllandet av kontraktet finns en av organisationerna utarbetad handledning. Numreringen av
kantrubrikerna överensstämmer med motsvarande numrering i handledningen.

Detta restauranghyreskontrakt, Fastighetsägarna Sveriges formulär nr 84, är framtaget 2008 gemensamt mellan Fastighetsägarna Visita. Reviderat 2014.
Eftertryck förbjuds.

Nr: 4841-20004�

Stockholm 2022-06 Västerås 2022-06

Stendörren Blästerugnen 2 AB       T-Wok Express AB

Pontus Sjögren                 Erik Ranje Oscar Luu

x
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Ritning -    Bilaga 1                Sida 1 av 2

Signatur Hyresvärd/Hyresgäst
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Ritning -    Bilaga 1                Sida 2 av 2

Signatur Hyresvärd/Hyresgäst
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[Bilaga 2]

SIDA 1 AV 18

SIGNATUR 
HYRESVÄRD/HYRESGÄST

Hyresavtal nr: 4841-20004
Fastighet: Blästerugnen 2 (”Fastigheten”)
Hyresvärd: Stendörren Blästerugnen 2 AB       org. nr: 556822-2268     (”Hyresvärden”)
Hyresgäst: T-Wok Express AB       org. nr: 559033-5989       (”Hyresgästen”)

Hyresvärden och Hyresgästen kallas nedan också var för sig ”Part” och tillsammans ”Parterna”

SÄRSKILDA BESTÄMMELSER

1 BAKGRUND ..................................................................................................................3

2 LOKALENS ANVÄNDNING...........................................................................................3

3 HYRESTID OCH HYRESGÄSTENS TILLTRÄDE ........................................................3

4 LOKALENS UTFORMNING, SKICK OCH STORLEK...................................................4

5 PARKERING .................................................................................................................4

6 UNDERHÅLL OCH DRIFT ............................................................................................4

7 SKYLTAR ......................................................................................................................4

8 HYRA.............................................................................................................................5

9 OMBYGGNADSTILLÄGG .............................................................................................5

10 INDEXKLAUSUL ...........................................................................................................6

11 FASTIGHETSSKATTEKLAUSUL..................................................................................6

12 MERVÄRDESSKATT ....................................................................................................7

13 HYRESRABATT ............................................................................................................7

14 TOMTRÄTTSAVGÄLD ..................................................................................................7

15 DRIFTKOSTNADER......................................................................................................7

16 VENTILATION ...............................................................................................................8

17 KYLMASKINER.............................................................................................................8

18 FASTIGHETSSKÖTSEL ...............................................................................................9

19 AVFALLSHANTERING..................................................................................................9

20 MILJÖ ............................................................................................................................9

21 MYNDIGHETSKRAV...................................................................................................10

22 HYRESGÄSTENS ARBETEN INOM LOKALEN M.M. ................................................11

23 HYRESVÄRDENS ARBETEN INOM LOKALEN M.M.................................................12
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[Bilaga 2]

SIDA 2 AV 18

SIGNATUR 
HYRESVÄRD/HYRESGÄST

24 BRANDSKYDD............................................................................................................12

25 FÖRSÄKRINGAR........................................................................................................14

26 SKADOR .....................................................................................................................14

27 LEDNINGAR................................................................................................................14

28 PASSERSYSTEM, LÅS- OCH LARMANORDNING ...................................................15

29 ÅTERSTÄLLANDE VID AVFLYTTNING .....................................................................15

30 ANDRAHANDSUTHYRNING ......................................................................................16

31 ÖVERLÅTELSE...........................................................................................................16

32 KVITTNING .................................................................................................................16

33 SÄKERHET .................................................................................................................16

34 SAMTLIGA AVTALSVILLKOR ....................................................................................17

35 ÄNDRINGAR OCH TILLÄGG......................................................................................17

36 FÖRHÅLLANDE MELLAN OLIKA AVTALSDOKUMENT............................................17

37 BILAGOR.....................................................................................................................17
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[Bilaga 2]

SIDA 3 AV 18

SIGNATUR 
HYRESVÄRD/HYRESGÄST

1 BAKGRUND 

1.1 Hyresvärden är tomträttsinnehavare till Fastigheten. På Fastigheten finns en byggnad 
inom vilken Hyresvärden till Hyresgästen hyr ut en lokal (se punkt 4.1) på de villkor 
som följer av detta avtal med bilagor (”Hyresavtalet”). 

1.2 Det noteras att Hyresgästen tidigare hyrt samma yta inom Fastigheten enligt hyresavtal 
nr 4841-20004 (tidigare: 203506-20004) undertecknat den 2017-11-24. Parterna är 
överens om att detta Hyresavtal ersätter det tidigare träffade avtalet avseende 
Hyresgästens lokaler inom Fastigheten.   

1.3 Genom detta Hyresavtal förbinder sig Hyresvärden att hyra ut och Hyresgästen att 
hyra de lokaler som definieras i punkt 4.1 nedan på de i Hyresavtalet angivna villkoren. 
Dessa särskilda bestämmelser utgör del av Hyresavtalet med ovan angivet 
kontraktsnummer och gäller som komplement till de villkor som framgår av den 
fyrsidiga blanketten nr 12 B.3 (”Hyreskontraktsformuläret”).

2 LOKALENS ANVÄNDNING

2.1 Lokalen ska användas till Restaurang under varumärket Bamboo Express. 

2.2 Hyresgästen förbinder sig att bedriva sin verksamhet under namnet Bamboo Express. 
Huvudverksamheten är Asiatisk restaurang. Hyresvärdens skriftliga medgivande krävs 
om det ska bedrivas annan verksamhet i Lokalen. Hyresgästen är dock införstådd med 
att denne inte har ensamrätt till försäljning med liknande varuutbud inom Fastigheten.

2.3 Hyresgästen ska vid bedrivande av sin verksamhet iaktta sundhet, ordning och gott 
skick inom Lokalen och Fastigheten. Därvid åligger det Hyresgästen att ansvara för 
erforderlig tillsyn av Lokalen samt vidta de åtgärder som behövs för att verksamheter 
och hyresgäster i samma byggnad och i byggnader på omkringliggande fastigheter inte 
störs på något sätt av den av Hyresgästen i Lokalen bedrivna verksamheten. Det är av 
synnerlig vikt för Hyresvärden att Hyresgästen efterlever detta. Om Hyresgästen ska 
genomföra planerade arbeten i Lokalen som kan riskera att medföra störningar ska 
Hyresgästen omgående informera Hyresvärden om detta.

2.4 Hyresgästen ska omedelbart vid upptäckt av fel, brister eller skador såväl utvändigt 
som invändigt anmäla detta till Hyresvärden.

3 HYRESTID OCH HYRESGÄSTENS TILLTRÄDE

3.1 Hyrestiden löper från och med den 2022-08-01 (”Tillträdesdagen”) till och med den 
2028-07-31.
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[Bilaga 2]

SIDA 4 AV 18

SIGNATUR 
HYRESVÄRD/HYRESGÄST

4 LOKALENS UTFORMNING, SKICK OCH STORLEK

4.1 Hyresgästen hyr lokal om ca 192 kvm och med den utformning som framgår av ritning, 
se Bilaga 1 (”Lokalen”).

4.2 Om angiven area avviker från faktisk area medför avvikelsen inte att Hyresgästen har 
rätt till återbetalning eller sänkning av hyran. 

4.3 Hyresvärden tillhandahåller Lokalen i befintligt skick. 

5 PARKERING

5.1 Hyresgästens eventuella rätt att hyra parkerings-/garageplatser regleras enligt separat 
avtal.

6 UNDERHÅLL OCH DRIFT

6.1 Parternas respektive ansvar avseende drift, underhåll och utbyte framgår av 
gränsdragningslista, Bilaga 3.

7 SKYLTAR

7.1 Hyresgästen får efter anvisning och skriftligt godkännande av Hyresvärden sätta upp 
skylt på byggnadens fasad. Eventuell skyltplats regleras enligt separat avtal. 

7.2 Vid eventuella fastighetsunderhåll, såsom till exempel fasadarbeten m.m., ska 
Hyresgästen nedmontera skylten efter anmodan från Hyresvärden. Det åligger 
Hyresgästen att på egen bekostnad och utan ersättning nedmontera, förvara och åter 
uppmontera skylt.

7.3 Eventuell reklamskatt betalas av Hyresgästen. Skylt på fasad kräver bygglov, vilket 
söks och bekostas av Hyresgästen. För det fall Hyresgästens skylt ska vara belyst 
ombesörjer och bekostar Hyresgästen denna installation med anslutning till 
Hyresgästens elmätare. Är detta inte möjligt ska annan anslutning i förväg godkännas 
av Hyresvärden.

7.4 För det fall skylten, oavsett anledning, lossnar från sin infästning eller tappar istappar 
eller andra föremål och till följd därav orsakar skada på Fastigheten, person eller 
annans egendom svarar Hyresgästen för konsekvensen av dessa skador.

7.5 Hyresgästen ska fortlöpande tillse att skylten inte skämmer Fastigheten genom att 
eventuell belysning inte fungerar eller att skylten är trasig. I det fall skylten är störande 
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[Bilaga 2]

SIDA 5 AV 18

SIGNATUR 
HYRESVÄRD/HYRESGÄST

eller annars inverkar menligt på annan hyresgäst eller verksamhet ska den avskärmas 
på ett tillfredsställande sätt eller nedmonteras.

7.6 Hyresgästen ansvarar för att skylten monteras ner på ett fackmannamässigt sätt och 
att byggnadens fasad återställs i ett godtagbart skick i samband med att Hyresgästen 
avflyttar från Lokalen. För det fall Hyresgästen inte nedmonterar skylten och återställer 
fasaden senast en (1) månad efter Hyresavtalets upphörande får Hyresvärden utföra 
arbetena på Hyresgästens bekostnad.

7.7 Markiser och persienner ingår inte. I den mån detta finns monterat på Tillträdesdagen, 
får Hyresgästen under hyrestiden nyttja denna utrustning. Hyresgästen svarar dock för 
reparationer och underhåll.

8 HYRA

8.1 Hyresgästen ska erlägga en bashyra om 458 010 kronor (”Bashyran”) per år exklusive 
mervärdesskatt jämte de tillägg som anges i Hyresavtalet. Bashyran jämte samtliga 
tillägg ska erläggas från och med Tillträdesdagen.

8.2 Hyran jämte tillägg ska i dess helhet justeras upp enligt punkt 10 nedan.

9 OMBYGGNADSTILLÄGG

9.1 För det fall Parterna överenskommer att genomföra om-, till- eller nybyggnation av 
Lokalen och Hyresvärden ska utföra och bekosta sådana arbeten ska Hyresgästen 
erlägga tilläggshyra, s.k. ombyggnadstillägg.

9.2 Hur ombyggnadstillägget ska beräknas och under vilken tid det ska betalas ska 
regleras mellan Parterna i skriftligt tilläggsavtal till Hyresavtalet innan arbetena 
påbörjas.

9.3 Ombyggnadstillägget utgör hyra och ska således omfattas av indexjustering enligt 
Hyresavtalet.

9.4 Såvida inget annat framgår av tilläggsavtalet enligt punkt 9.2 ska ombyggnadstillägget 
debiteras fr. o. m. arbetenas färdigställandedatum och betalning ska ske i samband 
med ordinarie hyresbetalningar. 

9.5 För det fall Hyresavtalet upphör innan ombyggnadstillägget i sin helhet har betalats av 
Hyresgästen ska slutlikvid motsvarande mellanskillnaden erläggas på 
avflyttningsdagen såvida annat inte framgår av tilläggsavtalet enligt punkt 9.2.
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[Bilaga 2]

SIDA 6 AV 18

SIGNATUR 
HYRESVÄRD/HYRESGÄST

10 INDEXKLAUSUL

100 procent av Bashyran ska utgöra underlag för beräkning enligt nedan indexklausul. 

Bashyran ska uppräknas årligen per den 1 januari med förändringen mot föregående 
års konsumentprisindex för oktober månad, i enlighet med Statistiska Centralbyråns 
(SCB) konsumentprisindex (KPI) (totalindex med år 1980 = 100). I och med att 
Bashyran justeras varje år tillämpas således för varje år en ny bashyra. 

Bashyran justeras såsom följer. Föregående års (i förekommande fall justerade) 
bashyra ska räknas upp med den procentsats med vilken senast fastställda 
oktoberindex har stigit i förhållande till oktoberindex året dessförinnan. Om indextalet 
skulle ha ökat med mindre än 3,00 procent eller sjunkit under den angivna perioden 
ska bashyran ändå alltid justeras upp med 3,00 procent. Den för varje år justerade 
bashyran kan därmed aldrig uppgå till lägre belopp än föregående års bashyra plus 
3,00 procent, oaktat om indextalet har sjunkit i förhållande till föregående år.

Exempel 1: Om oktoberindex mellan de aktuella åren ökar med 0,65 procent ska 
bashyran räknas upp med 3,0 procent.

Exempel 2: Om oktoberindex mellan de aktuella åren sjunker med 0,65 procent ska 
bashyran räknas upp med 3,0 procent.

För bestämmande av ändringar i KPI vid första uppräkningen jämförs indextalet för 
oktober månad år 2021(= bastal 346,44 med motsvarande indextal för oktober månad 
före det årsskifte fr.o.m. vilket den ändrade bashyran ska gälla. 

11 FASTIGHETSSKATTEKLAUSUL

11.1 Som tillägg till hyran ska Hyresgästen samtidigt med hyran erlägga ersättning för 
fastighetsskatt enligt följande.

Hyresgästen ska årligen erlägga ersättning till Hyresvärden för Hyresgästens andel av 
vid var tid för Fastigheten utgående fastighetsskatt för lokaler. Hyresgästens andel, 
som ska vara oförändrad under hyrestiden, är 10,1 procent. Enligt de regler som är 
kända vid Hyresavtalets tecknande utgör ersättningen som Hyresgästen ska betala vid 
hyrestidens början 13 735 kronor. Hyresgästens procentuella andel ska motsvara 
Lokalens area i förhållande till Fastighetens totala uthyrningsbara area (lokalernas 
andel inom Fastigheten uppgår gemensamt till 100 procent).

Skulle under hyresförhållandet kostnadsökningar för fastighetsskatt uppkomma på 
grund av exempelvis högre taxeringsvärde eller höjd skattesats ska Hyresgästen stå 
för Lokalens procentuella andel av dessa kostnadsökningar.
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SIDA 7 AV 18

SIGNATUR 
HYRESVÄRD/HYRESGÄST

12 MERVÄRDESSKATT

12.1 Enligt vad som närmare framgår av kontraktsformuläret ska Hyresgästen ersätta 
Hyresvärden för bl.a. förlorad avdragsrätt och ökade driftkostnader om Hyresvärden 
blir jämkningsskyldig för moms enligt bestämmelserna i mervärdesskattelagen pga. 
Hyresgästens självständiga agerande, andrahandsuthyrning eller överlåtelse. Om 
Hyresvärden så begär ska Hyresgästen utan dröjsmål ställa godtagbar säkerhet för nu 
nämnda betalningsskyldighet.

13 HYRESRABATT

13.1 Under hyrestiden utgår en rabatt på Bashyran enligt följande:

2022-08-01 till 2022-10-31 med 114 505 kronor

13.2 Överenskommelse om hyresrabatt förutsätter att samtliga hyresbetalningar görs i tid. 
För det fall Hyresgästen betalar någon hyra för sent upphör överenskommelsen om 
hyresrabatt enligt denna punkt och Hyresgästen blir skyldig att framgent erlägga 
Bashyran jämte övriga tillägg utan rabatt.

14 TOMTRÄTTSAVGÄLD

14.1 Hyresgästen ska årligen erlägga ersättning till Hyresvärden för Hyresgästens andel av 
vid var tid för Fastigheten utgående tomträttsavgäld. Hyresgästens andel, som ska 
vara oförändrad under hyrestiden, är 10,1 procent. Hyresgästen ska, vid hyrestidens 
början, betala 7 560 kronor.

15 DRIFTKOSTNADER

För förbrukning av hyresgäst-el för lokalen tecknar Hyresgästen eget abonnemang. 

Hyresgästen ska samtidigt med hyran och som tillägg till denna betala ersättning för 
Hyresgästens driftkostnader med 35 000 kronor per år avseende; Värme, fastighetsel, 
ventilation. 

Ersättningen ska justeras jämte index enligt samma princip och på motsvarande sätt 
som anges i punkt 10 ovan. 

Hyresgästen ska samtidigt med hyran och som tillägg till denna betala ersättning för 
Hyresgästens kostnader för Vattenförbrukning. Hyresgästen ska ersätta Hyresvärden 
enligt självkostnadsprincipen. För kostnader som mäts och regleras genom 
undermätare erlägger Hyresgästen vid hyrestidens början ett preliminärt 
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SIDA 8 AV 18

SIGNATUR 
HYRESVÄRD/HYRESGÄST

schablonbelopp motsvarande uppskattad kostnad. Därefter sker avräkning årsvis i 
efterskott senast den 30 juni varje år. För det fall faktisk förbrukning och Hyresvärdens 
självkostnader för tillhandahållandet av relevant media överstiger det av Hyresgästen 
erlagda schablonbeloppet ska Hyresgästen erlägga betalning för den överskjutande 
delen.

Det preliminära schablonbeloppet ska efter år ett fortlöpande justeras varje år så att det 
motsvarar Hyresgästens faktiska förbrukning och Hyresvärdens självkostnader för 
tillhandahållandet enligt närmast föregående år. 

Kostnaden (kr/liter m.m.) kan variera över tid beroende på Hyresvärdens avtal med 
leverantör. Hyresvärden äger rätt att årligen indexjustera beloppet på motsvarande sätt 
som Bashyran enligt punkt 10 ovan. 

16 VENTILATION

16.1 Hyresvärden håller Lokalen med ventilation helgfria vardagar kl. 10:00-21:00.

16.2 Erforderlig komplettering av ventilationssystem för att uppfylla myndighetskrav relaterat 
till Hyresgästens specifika verksamhet bekostas av Hyresgästen.

16.3 Om Hyresgästen installerar egen ventilationsanläggning åligger det Hyresgästen att 
inhämta Hyresvärdens skriftliga tillstånd samt att tillhandahålla erforderliga handlingar 
och ansvara för och bekosta den obligatoriska funktionskontrollen, samt att ombesörja 
och bekosta drift och underhåll av ventilationsanläggningen. Skulle Hyresvärden 
åläggas att utföra den obligatoriska funktionskontrollen, ska Hyresgästen ersätta 
Hyresvärden kostnaderna härför liksom för framtagandet av erforderliga handlingar och 
åtgärdandet av eventuella brister.

17 KYLMASKINER

17.1 Det noteras att Hyresgästen inte får nyttja kall- eller varmvatten i sin verksamhet för 
process eller kylning av kylaggregat etc. utan Hyresvärdens skriftliga tillstånd. 
Hyresgästen får heller inte installera kylaggregat etc. utan Hyresvärdens skriftliga 
tillstånd. 

17.2 För det fall Hyresgästen önskar nyttja kall- och varmvatten i sin verksamhet för process 
eller kylning av kylaggregat etc. ska Hyresgästen bekosta särskild mätare och erlägga 
betalning motsvarande faktisk förbrukning. Hyresgästen ansvarar för underhåll, 
reparationer och utbyte av köldmaskin. Drift av eventuell kylmaskinen bekostas av 
Hyresgästen. 
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SIGNATUR 
HYRESVÄRD/HYRESGÄST

18 FASTIGHETSSKÖTSEL

18.1 Hyresgästen godkänner och accepterar att vissa problem med framkomligheten kan 
förekomma vid extraordinära vädersituationer. Frekvensen på snöröjning och sandning 
kan variera något beroende på faktorer som är svåra att förutse såsom till exempel 
hastigt väderomslag. Maskinell snöröjning och sandning av ej inhägnad gårdsplan 
utförs och bekostas av Hyresvärden. Snöskottning och sandning utanför egna dörrar 
och portar samt egen inhägnad markyta utförs och bekostas av Hyresgästen.

19 AVFALLSHANTERING

19.1 Hyresgästen ska själv ansvara för och bekosta uppsamling, sortering, lagring och 
borttransportering av samtliga hos Hyresgästen förekommande avfallsfraktioner. 
Hantering sker inom Lokalen.

Hyresgästen ansvarar för samtligt övrigt avfall från Hyresgästens verksamhet. 
Hyresgästen åtar sig därutöver att verka för trivsel och renlighet inom alla ytor inom 
Fastigheten. Material från Hyresgästen eller från Hyresgästens verksamhet får endast 
placeras inom Lokalen på ett sätt som inte påverkar brandsäkerheten inom Lokalen 
eller Fastigheten. Uppläggning av material får under inga omständigheter förekomma 
utanför de av Hyresgästen förhyrda Lokalerna. Sker sådan uppläggning äger 
Hyresvärden rätt att bortforsla detta på Hyresgästens bekostnad.

Hyresgästen ansvarar för sopor och nedskräpning i direkt anslutning till Lokalen i den 
mån det härrör från Hyresgästen, Hyresgästens kunder, gäster eller besökande. 
Hyresgästen har även en skyldighet att informera sina anställda om gällande 
miljöbestämmelser.

För det fall Hyresgästen inte efterlever sina åtaganden enligt denna paragraf är 
Hyresgästen skyldig att ersätta Hyresvärden för alla avgifter och kostnader som 
Hyresvärden drabbas av.

20 MILJÖ

20.1 Hyresgästen ska före Tillträdesdagen inhämta erforderliga tillstånd för den verksamhet 
för vilken Lokalen upplåts. Verksamheten ska bedrivas på ett sådant sätt att den 
uppfyller vid varje tidpunkt gällande miljölagstiftning och övriga föreskrifter för miljön. 

20.2 Hyresgästen åtar sig att informera Hyresvärden om Hyresgästen bedriver hälso- eller 
miljöfarlig verksamhet samt om iakttagelser rörande Fastigheten som kan vara av 
betydelse för miljö eller hälsa. Hyresgästen ska skriftligen genast underrätta 
Hyresvärden om föroreningar som upptäcks i Lokalen eller på Fastigheten i övrigt.
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20.3 Hyresgästen ska under hyrestiden följa de anvisningar som Hyresvärden lämnar för 
hantering av avfall, farligt avfall och kemiska produkter. Miljöfarligt avfall eller riskavfall 
får ej lämnas i Fastighetens soputrymme, i allmänna utrymmen eller på annan plats 
inom Fastigheten eller angränsande fastighet. 

20.4 Ändringar i Hyresgästens verksamhet i Lokalen som kan innebära risk för skada eller 
olägenhet för människors hälsa eller miljön, ska skriftligen meddelas till Hyresvärden. 
Till meddelandet ska fogas en utredning om ändringarnas miljöpåverkan. Ändringar 
som ligger utanför användningsändamålet för Lokalen får inte vidtas utan 
Hyresvärdens skriftliga samtycke i varje enskilt fall.

20.5 Hyresgästen ska samråda med Hyresvärden i frågor om val av material, teknisk 
utrustning för fasta installationer och ombyggnationer som sker genom Hyresgästens 
försorg samt lämna Hyresvärden erforderlig miljöinformation.

20.6 Hyresgästen ansvarar i förekommande fall för att de köldmedieanläggningar som 
Hyresgästen vid var tid använder i sin verksamhet uppfyller samtliga krav enligt 
gällande miljölagstiftning och övriga föreskrifter för miljön. Detta innebär bland annat att 
Hyresgästen för dessa anläggningar är skyldig att tillse att regler för anmälan, årlig 
kontroll och rapportering till myndigheter efterföljs. Hyresgästens ansvar omfattar även 
underhåll, erforderligt utbyte, nyinstallation av köldmedieanläggning etc. och anmälan 
därav.

20.7 Hyresgästen ska ansvara för utredning och efterbehandling av föroreningar som härrör 
från Hyresgästens verksamhet. Hyresgästen ska vidare gentemot Hyresvärden svara 
för av myndighet eller domstol fastställd ersättning (inkl. ersättning för 
rättegångskostnader) till tredje man för skada eller hinder och men i nyttjanderätt till 
följd av miljöpåverkan från Hyresgästens verksamhet inom Fastigheten. Hyresgästen 
ska också i övrigt ensam svara för och bekosta utredning eller åtgärd samt utge 
ersättning för skada eller annat i Lokalen till följd av miljöpåverkan från Hyresgästens 
verksamhet inom Fastigheten.

20.8 Hyresgästens ansvar för miljöpåverkan gäller även efter Hyresavtalets upphörande och 
preskriberas inte enligt bestämmelserna i 12 kap. 61 § jordabalken.

21 MYNDIGHETSKRAV

21.1 Hyresgästen ansvarar, på egen bekostnad, för verksamhetsspecifika myndighetskrav 
för att Hyresgästens verksamhet ska kunna bedrivas i Lokalen. Hyresvärden ansvarar 
för att Fastigheterna uppfyller icke verksamhetsspecifika myndighetskrav som åligger 
Hyresvärden i egenskap av fastighetsägare.

21.2 Hyresgästen ska under avtalstiden tillse att erforderliga tillstånd innehas för 
Hyresgästens verksamhet.
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21.3 Hyresgästen ska på eget ansvar och egen bekostnad ansvara för de åtgärder som 
myndighet, domstol eller försäkringsbolag med stöd av nu gällande eller framtida 
lagstiftning eller avtal fr.o.m. Tillträdesdagen kan komma att kräva för Lokalens 
nyttjande för avsedd användning. Hyresgästen ska samråda med Hyresvärden innan 
åtgärder vidtas.

22 HYRESGÄSTENS ARBETEN INOM LOKALEN M.M.

22.1 Hyresgästen får inte utföra några ändringsarbeten, såsom t. ex. installations- och/eller 
ombyggnadsarbeten eller annat arbete, i Lokalen eller inom Fastigheten utan 
Hyresvärdens i förväg inhämtade skriftliga godkännande. 

22.2 Vid utförande av ändringsarbeten åligger det Hyresgästen att tillställa Hyresvärden 
aktuella ritningar samt teknisk dokumentation i erforderlig omfattning. 

22.3 Hyresgästen ska inhämta och bekosta erforderliga tillstånd från myndigheter och 
eventuella efterkommande krav och förelägganden från myndigheter samt bekosta 
ändringar i Fastighetens relationsritningar som föranleds av ändringsarbetena samt på 
egen bekostnad låta upprätta nya relationshandlingar.

22.4 Hyresgästen ansvarar för att ändringsarbeten i Lokalen utförs fackmannamässigt och 
enligt myndighetskrav och råd samt att åtgärderna inte skadar Fastigheten eller 
Lokalen eller föranleder ökade kostnader för Hyresvärden. Hyresgästen ska tillse att 
anlitad entreprenör har erforderliga försäkringar. Hyresgästen ansvarar även för att 
utförandet av ändringsarbetena inte medför störningar eller andra olägenheter för 
övriga hyresgäster inom Fastigheten, omgivningen i övrigt eller tredje part. 

22.5 För det fall Hyresvärden på grund av Hyresgästens ändringsarbeten i Lokalen orsakas 
kostnader, vite, avgift eller annan skada ska Hyresgästen ersätta Hyresvärden för 
detta. Om Hyresgästen underlåter att till Hyresvärden tillhandahålla erforderliga 
handlingar enligt punkt 22.3 ovan äger Hyresvärden rätt att upprätta dessa på 
Hyresgästens bekostnad. Hyresgästen har ett strikt ansvar och ska hålla Hyresvärden 
skadeslös i anledning av utförda ändringsarbeten. 

22.6 När ändringsarbetena är färdigställda ska Hyresgästen anmäla detta till Hyresvärden 
varefter dessa ska besiktigas och godkännas av Hyresvärden.

22.7 Vid avflyttning från Lokalen ska Hyresgästen återställa samtliga ändringsarbeten som 
utförts av Hyresgästen oaktat Hyresvärdens godkännande. Efter skriftlig 
överenskommelse kan Parterna dock komma överens om annat.  

22.8 Om inte annat skriftligen överenskommits ansvarar Hyresgästen för skötsel, drift, 
underhåll och utbyte avseende de installationer som tillförts Lokalen genom av 
Hyresgästen utfört ändringsarbete.
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23 HYRESVÄRDENS ARBETEN INOM LOKALEN M.M.

23.1 Hyresvärden har rätt att vid behov avbryta leverans av värme, vatten, avlopp, kyla, 
ventilation eller el inom Fastigheten vid fara för person- eller egendomsskada oavsett 
om Hyresvärden tillhandahåller relevant media eller inte. Samma rätt gäller för 
Hyresvärdens arbeten som är nödvändiga för att utföra underhåll inom Fastigheten 
eller Lokalen eller andra nödvändiga arbeten. För det fall Hyresvärden kan förutse 
avbrott i leveransen av media ska Hyresgästen om möjligt underrättas på lämpligt sätt. 

23.2 Hyresgästen har inte rätt till nedsättning av hyran för hinder eller men i nyttjanderätten 
till följd av att Hyresvärden låter utföra sedvanligt underhåll av Lokalen eller 
Fastigheten i övrigt. Det åligger dock Hyresvärden att i skälig tid underrätta 
Hyresgästen om arbetets art och omfattning samt när och under vilken tid arbete ska 
utföras.

23.3 Hyresgästen har inte rätt till nedsättning av hyran för tid då Hyresvärden låter utföra 
arbete för att sätta Lokalen i avtalat skick eller annat arbete inom Lokalen/Fastigheten 
oavsett om det genomförs efter Tillträdesdagen.

24 BRANDSKYDD

24.1 Hyresvärden utför och bekostar installation av de fasta brandskyddsanordningar inom 
Lokalen som enligt myndighetskrav krävs för Fastighetens allmänna nyttjande på 
Tillträdesdagen. Hyresvärden utför och bekostar underhåll och utbyte av de fasta 
brandskyddsanordningar inom Lokalen som enligt myndighetskrav krävs för 
Fastighetens allmänna nyttjande på Tillträdesdagen. 

24.2 Hyresgästen ansvarar för och bekostar sådant brandskydd som efter Tillträdesdagen 
kan komma att krävas för Lokalens nyttjande för avsedd användning. Hyresgästen 
utför och bekostar samtliga installationer av det tekniska brandskydd som kan komma 
att krävas för Hyresgästens verksamhet (exempelvis brandlarm, handbrandsläckare, 
brandfilt m.m.). 

24.3 Hyresgästen åtar sig att vidta erforderliga åtgärder för att förebygga brand och för att 
hindra eller begränsa skador till följd av brand under hyresförhållandet. 

24.4 Hyresgästen ska utan dröjsmål anmäla sådana brister som denne upptäcker eller 
borde upptäcka i det brandskydd som Hyresvärden tillhandahåller och ansvarar för. 

24.5 Hyresgästen utför och bekostar underhåll, utbyte och funktionskontroll av allt tekniskt 
brandskydd i Lokalen, oavsett vem som försett Lokalen med sådan anordning eller 
utrustning. Hyresgästen utför och bekostar även underhåll och utbyte av sådant 
brandskydd som är synligt och åtkomligt för denne, såsom exempelvis ljuskällor i 
nödutrymningsskyltar och andra brandskyddsanordningar, oaktat vem som har försett 
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Lokalen med sådan utrustning, samt nödvändiga service- och underhållsåtgärder av 
nödvred.

24.6 Hyresgästen förbinder sig att tillse att räddningsvägar, utrymningsvägar, 
sprinkleranordningar och andra brandskyddsanordningar vid varje tidpunkt hålls fria 
från hindrande föremål och aldrig försämras genom till exempel förbyggnad eller 
uppställning av föremål samt att genomföringar som görs i brandcell förses med 
varaktiga brandtätningar. 

24.7 Hyresgästen ska tillse att branddörrar hålls stängda, att brandceller är intakta samt att 
plombering av handtag aldrig bryts annat än i händelse av brand eller brandövning.

24.8 Det är under inga omständigheter tillåtet att lämna brännbart material intill fasader eller 
under skärmtak. Sopkärl får inte placeras närmare än 3 meter från byggnad. Lastpallar 
och container avsedd för brännbart material får inte placeras närmare än 6 meter från 
byggnad. Hyresgästen är skyldig att ersätta all skada som är en följd av brister i 
utrustning eller anordning som Hyresgästen installerat eller som i annat fall inträffat på 
grund av bristfälligt utförd åtgärd av Hyresgästen eller som uppkommit till följd av att 
Hyresgästen inte utfört en åtgärd som denna varit skyldig att utföra. 

Ansvar för systematiskt brandskyddsarbete 

24.9 Parterna förbinder sig att fortlöpande vidta, förutom de tekniska åtgärder som reglerats 
i det föregående, även de organisatoriska åtgärder som behövs för att minska risken 
för brand och för att hindra eller begränsa skador till följd av brand. Hyresgästen ska 
utse en brandskyddsansvarig person och vid varje tidpunkt hålla Hyresvärden 
underrättad om vem det är.  

24.10Hyresvärden och Hyresgästen ska samråda med varandra innan mer omfattande 
åtgärder vidtas. Part ska vidare på begäran av den andra Parten lämna den 
information om Fastigheten respektive verksamheten som Part behöver för att kunna 
fullgöra sitt åtagande enligt denna punkt 24 och sina skyldigheter enligt vid var tid 
gällande lydelse av lag om skydd mot olyckor. Hyresgästen är dessutom skyldig att en 
gång om året bereda Hyresvärden tillfälle att få ta del av dokumentation och få 
information om uppföljning av Hyresgästens systematiska brandskyddsarbete.

Krav på skriftlig redogörelse

24.11Byggnaden omfattas inte av kravet på skriftlig redogörelse för brandskyddet. Ändringar 
avseende Fastigheten eller i Hyresgästens verksamhet som innebär att Lokalen 
kommer att omfattas av redogörelseskyldigheten ska genast anmälas till Hyresvärden. 
Part ska därefter på begäran av den andre Parten lämna de uppgifter som denne 
behöver för att kunna fullgöra sin redogörelseskyldighet. 
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25 FÖRSÄKRINGAR

25.1 Hyresvärden är skyldig att teckna och vidmakthålla sedvanlig fastighetsförsäkring 
avseende Fastigheten. 

25.2 Hyresgästen är skyldig att teckna och vidmakthålla en företagsförsäkring som 
innehåller egendomsskydd, avbrottsskydd och ansvar för den egna verksamheten.

26 SKADOR

26.1 Hyresgästen ansvarar för samtliga skador på Fastigheten som uppkommer på grund 
av, eller som en direkt följd av brottsligt angrepp mot Hyresgästen, Hyresgästens 
personal, Hyresgästens verksamhet eller Lokal, t.ex. inbrottsförsök, anlagd brand eller 
sprängning.

26.2 Hyresgästen ansvarar för skador på grund av åverkan på till Lokalen tillhörande 
fönster, skyltfönster, skyltar samt entré- och andra dörrar eller portar som leder till eller 
från Lokalen. I samtliga fall omfattar ansvaret även karmar, bågar och foder.

26.3 Skador på grund av inre eller yttre åverkan orsakad av Hyresgästen, dennes personal 
eller annan part hänförlig till Hyresgästen, betalas av Hyresgästen. Hyresgästen 
ansvarar för samtliga skador som uppkommer i Lokalen under hyresförhållandet. Detta 
gäller oavsett vem som är skyldig till skadan, d.v.s. även om den orsakats av utom-
stående. Det åligger Hyresgästen att teckna och vidmakthålla försäkring som täcker 
Hyresgästens ansvar, se även punkt 25 ovan. Om Fastigheten i övrigt skadas under 
hyresförhållandet och skadan uppkommit på grund av vållande av någon som 
Hyresgästen svarar för enligt detta Hyresavtal eller 12 kap. jordabalken, ska 
Hyresgästen hålla Hyresvärden skadeslös. 

26.4 Samtliga vattenanslutna maskiner som kaffe- och vattenmaskiner, AC samt vitvaror 
som disk- och tvättmaskiner, förses med flödesvakt som automatiskt bryter flödet vid 
läckage eller slangbrott.

27 LEDNINGAR

27.1 Hyresvärden har rätt att installera ledningar för värme, vatten och avlopp, elenergi och 
dylikt inom Lokalen och Fastigheten. Hyresgästen har inte rätt till nedsättning av hyran 
för att Hyresvärden installerar ledningar för värme, vatten och avlopp, elenergi och 
dylikt inom Lokalen och Fastigheten. Hyresvärden ska i skälig tid underrätta 
Hyresgästen om sådana planerade åtgärder.

27.2 Hyresgästen tecknar eget abonnemang avseende eventuella anslutningar till nätverk 
för tele- och datakommunikation. Hyresgästen ska i samråd med Hyresvärden 
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ombesörja och bekosta eventuell dragning av ledningar för tele- och 
datakommunikation.

28 PASSERSYSTEM, LÅS- OCH LARMANORDNING

28.1 Det åligger Hyresgästen att ombesörja och bekosta att Lokalen, innefattande samtliga 
entrédörrar samt övriga dörrar inom Lokalen, fönster etc., förses med erforderliga 
passersystem, samt lås-, larm- och stöldskyddsanordningar som krävs för 
Hyresgästens verksamhet.

28.2 Hyresvärden ansvarar inte i något fall för av tidigare hyresgäst eventuellt kvarlämnat 
passersystem, lås- och larmanordning. Hyresvärden ansvarar således inte i något fall 
för skick och funktion av inom Lokalen förekommande passersystem, lås- och 
larmanordning.

29 ÅTERSTÄLLANDE VID AVFLYTTNING

29.1 Har Hyresvärden eller Hyresgästen sagt upp Hyresavtalet eller har Parterna kommit 
överens om att Hyresavtalet ska upphöra gäller följande. Hyresgästen är skyldig att 
låta Hyresvärden visa Lokalen för ny potentiell hyresgäst. Hyresvärden har även rätt att 
få tillträde till Lokalen för att utöva nödvändig tillsyn av Lokalen och för att skaffa sig en 
uppfattning om Lokalens skick och utformning inför framtida uthyrning.

29.2 Vid hyresförhållandets upphörande ska Hyresgästen, om inte annan skriftlig 
överenskommelse har träffats, ha bortfört sin egendom och återställt Lokalen i 
godtagbart skick eller i av Hyresvärden godkänt skick. Hyresgästen och Hyresvärden 
ska gemensamt genomföra en avflyttningsbesiktning av Lokalen. Besiktningen ska 
protokollföras och brister noteras.

29.3 I Hyresgästens ansvar att återställa Lokalen i godtagbart eller i av Hyresvärden 
godkänt skick ingår att återställa samtliga ändringar som Hyresgästen utfört i Lokalen, 
oavsett om dessa godkänts av Hyresvärden eller inte, om Parterna inte skriftligen 
kommer överens om annat.

29.4 Om Lokalen vid återlämnandet brister i städning, underhåll eller återställande har 
Hyresvärden rätt att städa respektive reparera Lokalen på Hyresgästens bekostnad. 

29.5 För det fall Hyresgästen underlåter att, senast sista dagen av hyrestiden eller om 
hyresförhållandet dessförinnan upphör, vid tidpunkten vid sådant upphörande, 
avlägsna denne tillhörande egendom såsom lös inredning, affärsinventarier, skyltar 
och varor m.m ska dessa anses som övergivna och tillfaller Hyresvärden. Hyresvärden 
har rätt att på Hyresgästens bekostnad bortforsla övergiven egendom, sopor, 
miljöfarligt avfall och dylikt.
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29.6 Om Hyresgästen utfört ändring, förbättringsarbete eller annan installation, är 
Hyresgästen på Hyresvärdens anmodan, skyldig att i samband med avflyttning på 
egen bekostnad återställa Lokalen i ursprungligt skick (innefattande även återställande 
av håltagning i väggar, borttagande av kablage etc.).

29.7 Ingen ersättning utgår för förändringar, tillägg eller förbättringar som utförts av 
Hyresgästen.

29.8 Hyresgästen ska på avflyttningsdagen till Hyresvärden överlämna samtliga port- och 
dörrnycklar, eller motsvarande, även om de anskaffats av Hyresgästen. Hyresvärden 
äger rätt att på Hyresgästens bekostnad omlägga samtliga lås som ingår i 
huvudnyckelsystemet i den förhyrda Lokalen, om ej samtliga utkvitterade nycklar och 
nycklar som Hyresgästen låtit tillverka återlämnas till Hyresvärden senast på 
avflyttningsdagen.

30 ANDRAHANDSUTHYRNING

30.1 Hyresgästen får inte utan Hyresvärdens skriftliga samtycke hyra ut Lokalen i andra 
hand. 

31 ÖVERLÅTELSE

31.1 Hyresgästen får inte utan Hyresvärdens skriftliga samtycke överlåta Hyresavtalet.

32 KVITTNING

32.1 Hyresgästen får inte kvitta fordringar som Hyresgästen anser sig ha mot Hyresvärden 
genom avdrag på hyran. 

33 SÄKERHET

Hyresgästen ska ställa säkerhet för Hyresgästens rätta fullgörande av samtliga 
Hyresgästens förpliktelser under hyresförhållandet, som följer av Hyresavtalet och 12 
kap jordabalken eller annan lag, inklusive men inte begränsat till skadestånd för såväl 
direkt som indirekt skada, genom deponering av 104 672 kronor. Depositionen ska 
erläggas enligt avisering från Hyresvärden med 30 dagars betalning. Om Hyresgästen 
inte betalar depositionen enligt denna punkt, och heller inte inom en månad från 
anfordran av Hyresvärden, har Hyresvärden rätt att skriftligen säga upp Hyresavtalet 
varvid Hyresavtalet upphör att gälla. Om Hyresavtalet blir utan verkan enligt ovan ska 
Hyresgästen ersätta Hyresvärden för all den skada som Hyresvärden lider till följd av 
Hyresgästens avtalsbrott såsom till exempel ersättning för att hyresgästanpassa 
lokalen och ersättning för utebliven hyra avseende resterande del av hyrestiden.
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34 SAMTLIGA AVTALSVILLKOR

34.1 Detta Hyresavtal innefattar samtliga mellan Hyresvärden och Hyresgästen avtalade 
villkor såvitt avser den hyrda Lokalen och ersätter således alla eventuella tidigare, 
såväl muntliga som skriftliga, ingångna överenskommelser mellan Parterna.

35 ÄNDRINGAR OCH TILLÄGG

35.1 Alla ändringar och tillägg till detta Hyresavtal ska ske skriftligen och undertecknas av 
behöriga firmatecknare för respektive Part. 

36 FÖRHÅLLANDE MELLAN OLIKA AVTALSDOKUMENT

36.1 För det fall det förekommer motstridiga uppgifter mellan kontraktsformuläret och dess 
bilagor ska vad som anges i bilagorna äga företräde. För det fall bilagorna innehåller 
motstridiga uppgifter ska bilaga med lägre nummer äga företräde framför bilaga med 
högre nummer om inte omständigheterna uppenbart föranleder annat.

37 BILAGOR

37.1 Bilaga 1 – Ritning 
Bilaga 2 – Särskilda bestämmelser
Bilaga 3 – Gränsdragningslista
Bilaga 4 – Grön Bilaga

(Signatursida följer)

___________________
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[Bilaga 2]

SIDA 18 AV 18

SIGNATUR 
HYRESVÄRD/HYRESGÄST

Detta Hyresavtal har upprättats i två (2) exemplar varav vardera Parten tagit ett.

Stockholm den 2022-06 Västerås den 2022-06

Stendörren Blästerugnen 2 AB T-Wok Express AB

___________________________ ___________________________

__________ ________________ ___________________________
Pontus Sjögren Oscar Luu

[ ] Behörig firmatecknare [x] Behörig firmatecknare
[ ] Enligt fullmakt [ ] Enligt fullmakt

___________________________ ___________________________

___________________________ ___________________________
Erik Ranje Namnförtydligande

[ ] Behörig firmatecknare [ ] Behörig firmatecknare
[ ] Enligt fullmakt [ ] Enligt fullmakt
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BILAGA 3

1(7)

SIGNATUR HYRESVÄRD/HYRESGÄST

Hyresavtal nr: 4841-20004
Fastighet: Blästerugnen 2             (”Fastigheten”)
Hyresvärd: Stendörren Blästerugnen 2 AB                 org. nr: 556822-2268     (”Hyresvärden”)
Hyresgäst: T-Wok Express AB                 org. nr: 559370-1237      (”Hyresgästen”)

Hyresvärden och Hyresgästen kallas nedan också var för sig ”Part” och tillsammans ”Parterna”

GRÄNSDRAGNINGSLISTA 

1 DEFINITIONER

1.1 Definitionerna i denna Bilaga 3 ska ha samma betydelse som definitionerna i Bilaga 2, 
Särskilda bestämmelser om inte annat uttryckligen anges. 

1.2 Tekniska definitioner ska ha den betydelse som framgår nedan och av AFF-definitioner 
15.

Drift: Tekniska åtgärder som syftar till att upprätthålla funktionen hos ett objekt inklusive 
tillförsel av media (el och vatten etc.). Drift innefattar tillsyn och skötsel och utförs med 
ett förväntat intervall minst en gång per år. Den funktion som ska upprätthållas är den 
för tillfället möjliga med hänsyn till slitage, objektets ålder, prestationsförmåga samt till 
den verksamhet som bedrivs. 

Underhåll: Tekniska åtgärder som syftar till att återställa funktionen hos ett objekt 
inklusive avhjälpande underhåll och planerat underhåll. Återställa inkluderar eventuell 
förbättrad prestanda på material, vara eller komponent. Underhåll omfattar 
arbetsprestation, hjälpmedel och byte av material, vara eller komponent. 

Utbyte: Avses arbete som syftar till att åtgärda defekt objekt eller funktion som 
uppkommit på grund av ålder, längre tids normalt nyttjande och fullgott underhåll, 
inklusive nyanskaffning av uttjänt objekt till likvärdig alternativt ursprunglig standard.

Installatör/ägare: Anger objektets ägare och den som svarat för grundinvesteringen 
(förstagångsinstallationen). Om installatör och ägare inte är samma ska detta framgå av 
kommentarsfältet.

2 ANSVARSPRINCIPER FÖR DRIFT, UNDERHÅLL OCH UTBYTE

2.1 Denna Gränsdragningslista (”Gränsdragningslistan”) reglerar Parternas respektive 
ansvar för drift och underhåll av Lokalen och Fastigheten. För det fall denna Bilaga 3
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SIGNATUR HYRESVÄRD/HYRESGÄST

2.2  i något eller några avseenden inte skulle vara fullständig ska följande ansvarsprinciper 
vara vägledande för bedömning av vilken Part som ska vara ansvarig. 

2.3 Hyresvärden svarar för och bekostar drift och underhåll av alla fastighetsgemensamma 
anläggningar och fastighetsrelaterade system som t.ex. system för värme-, el-, kyla-, 
ventilations-, VA- och liknande anläggningar enligt myndighetskrav för Fastighetens och 
Lokalens allmänna funktion och drift. Hyresgästen svarar för och bekostar inre underhåll 
av ytskikt på golv, väggar och tak liksom för inredning i Lokalen som Hyresvärden 
tillhandahållit samt för installationer, utrustning, inredning och dylikt som är kopplade till 
Hyresgästens verksamhet eller sådana som bekostats av Hyresgästen. 

2.4 Hyresgästens underhållsansvar omfattar även återanskaffning och utbyte av inredning 
och utrustning som tillhandahållits av Hyresvärden som skadas eller av annan orsak blir 
obrukbar. Inredning eller utrustning som återanskaffas av Hyresgästen ska vara minst 
likvärdig den inredning eller utrustning som tillhandahållits av Hyresvärden. 
Hyresvärdens godkännande ska inhämtas före återanskaffning och utbyte. Skador, 
tillsyn, underhåll eller skötsel som förorsakats av onormalt slitage bekostad av 
Hyresgästen. 

2.5 Om motstridighet föreligger mellan ovan angivna ansvarsprinciper och uppgifter i punkt 
3 nedan, ska punkt 3 äga företräde.

2.6 För det fall det i Gränsdragningslistan återfinns rutor som saknar HV/HG eller punkter 
som inte är tillämpliga för Lokalen eller avser objekt som inte fanns i Lokalen vid 
hyrestidens början ska dessa lämnas utan hänseende och därmed inte äga tillämpning 
för Hyresavtalet. Den omständighet att något felaktigt anges som en tillämplig punkt i 
Gränsdragningslistan ska inte på något vis utöka Lokalens omfattning och innehåll eller 
Hyresvärdens underhållsansvar.

2.7 Om Hyresgästen åsidosätter sin underhållsskyldighet äger Hyresvärden rätt att, genast 
och utan föregående kontakt med Hyresgästen, fullgöra skyldigheten på Hyresgästens 
bekostnad. 

2.8 Ansvar för att Lokalen uppfyller gällande myndighetskrav regleras i Bilaga 2 Särskilda 
bestämmelser. 

3 GRÄNSDRAGNINGSLISTA

Ägare Drift och
Underhåll Utbyte Anmärkning

MARK
Parkering (beläggningar) HV HV HV
Angöringsytor HV HV HV

Kör och uppställning (beläggningar) HV HG HG Del förhyrd av 
hyresgästen

Belysningsstolpar HV HV HV
EL-ledningar HV HV HV
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SIGNATUR HYRESVÄRD/HYRESGÄST

Motorvärmare (inklusive ledningar) HV HG HG I det fall platser med 
motorvärmare förhyrs

VVS-ledningar HV HV HV
Brunnar HV HV HV

Ägare Drift och 
Underhåll Utbyte Anmärkning

Inhägnader (staket m.m.) HV HG HG Inhägnad del som 
hyresgäst förhyr

Grindar HV HG HG In till del som hyresgäst 
förhyr

Trafikskyltar HV HV HV
Kantsten och markanläggningar HV HV HV
Grönytor, plantering och träd m.m. HV HV HV

Flaggstänger HV HG HG I det fall flaggstång 
förhyrs

BYGGNAD UTVÄNDIGT
Fasad HV HV HV
Yttertak HV HV HV
Skärmtak HV HG HG Till hyresgästens lokal

Rännor, rör och snörasskydd HV HV HV
Dörrar, portar och lastbryggor (inkl. ev. 
automatik) HV HG HG Till hyresgästens lokal

Fönster (yttre och inre inklusive beslag) HV HG HG
Glas i dörrar, fönster och portar HV HG HG Till hyresgästens lokal

Markiser och solskydd HV HG HG Till hyresgästens lokal

Kajer inklusive kantskoning HV HG HG Till hyresgästens lokal

Påkörningsskydd HV HV HV
Tak- och brandstegar HV HV HV

Tak- och fasadskyltar HG HG HG Hyresgästens egna 
skyltar

Takbrunnar HV HV HV

Fönstertvätt HG HG HG
Avser samtliga fönster 
och dörrar till 
hyresgästens lokal

Skalskydd och inbrottslarm HG HG HG
Porttelefon HG HG HG

BYGGNAD INVÄNDIGT
Stomme och stomkomplettering HV HV HV
Teknikutrymmen - Golv, väggar och tak HV HV HV
Allmänna utrymmen - Golv, väggar och tak HV HV HV
Glas i dörrar HV HG HG Till hyresgästens lokal

Sanitetsporslin HV HG HG
Köksutrustning i pentry exempelvis kyl, frys, 
ugn, fläkt och spis. HV HG HG

Diskmaskin HV HG HG
Mikrovågsugn HV HG HG
Persienner HV HG HG
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SIGNATUR HYRESVÄRD/HYRESGÄST

VÄRME
Ledningar HV HV HV
Radiatorer och värmebatterier HV HV HV
Värmepannor och värmeväxlare HV HV HV
Fjärrvärme (värmeväxlare och reglerutrustning) HV HV HV

Ägare Drift och 
Underhåll Utbyte Anmärkning

Värmecentraler HV HV HV
Rökkanaler HV HV HV
Sotning HV HV HV
Varmvattenberedare och värmeväxlare HV HV HV
Styr och reglerutrustning HV HV HV
Infravärmare HG HG HG I hyresgästens lokal

Luftvärmare (aerotemprar) HV HG HG I hyresgästens lokal

Luftridåer HV HG HG I Hyresgästens lokal 
eller i anslutning till

Serviceavtal värme, styr och reglerutrustning HV HV HV
Värmeackumulatorer HV HV HV

KOMFORTKYLA (Finns ej i lokalen)
Styr och reglersystem HV HV HV
Kompressorer och kylaggregat HV HV HV
Fläktar HV HV HV
Köldbärarsystem HV HV HV
Köldmedia HV HV HV
Serviceavtal kyla HV HV HV

PROCESSKYLA I HYRESGÄSTENS LOKAL 
(TE.X SERVERRUM) 
Styr och reglersystem HG HG HG
Kompressorer och kylaggregat HG HG HG
Fläktar HG HG HG
Köldbärarsystem HG HG HG
Köldmedia HG HG Hg
Serviceavtal kyla HG HG HG
Kyl/frysrum och kylpaneler HG Hg HG
Kylrumsundertak och golv HG HG HG

VENTILATION
Aggregat centralanläggning/ar HV HV HV
Styr- och reglerutrustning HV HV HV
Filterbyten centralanläggning HV HV HV
Serviceavtal centralanläggning/ar HV HV HV
Lokala anläggningar verksamhet HG HG HG
Filterbyte lokal anläggning HG HG HG
Serviceavtal lokala anläggningar HG HG HG
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SIGNATUR HYRESVÄRD/HYRESGÄST

Ventilationsdon HG HG HG

Imkanal HV HG HG

För hyresgästens 
verksamhet. HG tecknar 
aval med sotare 
gällande rensning av 
imkanaler i kök. 

VATTEN OCH AVLOPP
Avloppsledningar HV HV HV
Kall- och varmvattenledningar HV HV HV

Ägare Drift och 
underhåll Utbyte Anmärkning

Kranar och tappställen HV HG HG I hyresgästens lokal

Sanitetsutrustning HV HG HG I hyresgästens lokal

Packningar HV HG HG I hyresgästens lokal

Pumpar HV HG HG I hyresgästens lokal

Pumpgropar HV HG HG I hyresgästens lokal

Brandposter HV HG HG
Spolslangar HV HG HG I hyresgästens lokal

Ögondusch HG HG HG I hyresgästens lokal

Avskiljare fett, bensin, olja m.m. HV HG HG I det fall den används av 
hyresgästen

Golvbrunnar HV HG HV I hyresgästens lokal

Dag/spillvattenanläggningar HV HV HV
Springvattenanläggningar (te.x fontän) HG HG HG
Tryckstegringsanläggning HV HV HV
Sprinkleranläggning HV HG HG I hyresgästens lokal

Varmvattenberedare HV HV HV
Utslagsbackar HV HG HG I hyresgästens lokal

EL
Fastighetens Huvudcentral HV HV HV

Undercentraler HV HG HG
Som nyttjas av 
hyresgästen i förhyrd 
lokal

Uttag 230V HV HG HG
Som nyttjas av 
hyresgästen i förhyrd 
lokal

Uttag 400V HV HG HG
Som nyttjas av 
hyresgästen i förhyrd 
lokal

Armaturer allmänbelysning HV HG HG
Hyresgästen ansvarar 
för belysningen i förhyrd 
lokal

Ljuskällor och tändare dito HV HG HG
Hyresgästen ansvarar 
för belysningen i förhyrd 
lokal

Armaturer nödbelysning HV HG HG
Hyresgästen ansvarar 
för belysningen i förhyrd 
lokal

Ljuskällor/tändare dito HV HG HG
Hyresgästen ansvarar 
för belysningen i förhyrd 
lokal

Armaturer skyltar HV HG HG Hyresgästens skyltar

Fasadbelysning HV HV HV
Kanalisation HV HG HV I hyresgästens lokal
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SIGNATUR HYRESVÄRD/HYRESGÄST

Nedföringsstavar HV HG HG
Arbetsplatsbelysning HV HG HG
Övrig belysning och miljö/inredningsbelysning HV HG HG
Reservkraft, batteri/generatorer till datorer, kyla 
o dyl. HV HG HG

TELETEKNIK
Telefoni HG HG HG
Kanalisation HV HG HG
Kablage inklusive korskoppling HG HG HG

Ägare Drift och 
underhåll Utbyte Anmärkning

Radio och TV HG HG HG

DATAINSTALLATIONER
Kanalisation HG HG HG
Centralutrustning HV HG HG
Kablage inklusive korskoppling HG HG HG
Datauttag HG HG HG

LÅS- OCH PASSERSYSTEM; 
ÖVERVAKNINGS- OCH 
INDIKERINGSANLÄGGNINGAR
Låscylindrar/nycklar till lokal HG HG HG
Passagessystem (kort/kod) till lokal HG HG HG
Brandlarm, enligt myndighetskrav HG HG HG
Brandsläckare HG HG HG
Inbrottslarm HG HG HG
Larm RWC HV HG HG
Larm hiss HV HV HV
Driftlarm fastighet HV HV HV
Driftlarm övrigt HV HV HV
Åskskydd HV HV HV

LYFTANORDNINGAR

Hissar (person) HV HG HG
I det fall de betjänar 
hyresgästens förhyrda 
lokal

Lyftbord och varuhiss HV HG HG
I det fall de betjänar 
hyresgästens förhyrda 
lokal

Traverser och telfrar HV HG HG
I det fall de betjänar 
hyresgästens förhyrda 
lokal

Lastbryggor HV HG HG
I det fall de betjänar 
hyresgästens förhyrda 
lokal

RENHÅLLNING MM Ombesörjes 
av

Bekostas 
av

Lokalvård allmänna ytor HV HG
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SIGNATUR HYRESVÄRD/HYRESGÄST

Lokalvård Hg ytor HG HG
Fönsterputs allmänna ytor HV HG

Sophämtning hushållssopor HG HG Anpassas efter lösning i 
fastigheten

Sophämtning verksamhetssopor HG HG Anpassas efter lösning i 
fastigheten

Rengöring brunnar mm Hg ytor HG HG

Tömning olje- och/eller fettavskiljare HV HG
Hg tecknar avtal med
entreprenör för 
tömning av
fettavskiljare.

Snöröjning och sandning HV HG
Takskottning HV HG
Sandsopning HV HG

MYNDIGHETS- OCH BESIKTNINGSKRAV Ombesörjes 
av

Bekostas 
av

Hälsovårdsnämnd HG HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

Yrkesinspektion HG HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

Hiss (person) HV HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

Lyftbord och varuhiss HV HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

Lastbrygga och docka HV HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

Tryckkärl fastighetsdrift HG HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

Dörrar och portar HV HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

Traverser HG HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

El revision HV HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

Brandlarm och syn HG HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

Utrymningsplan med tillbehör HG HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

Systematiskt brandskyddsarbete HG HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

OVK HV HG
HG bekostar samtliga 
besiktningsanmärkningar 
avseende förhyrd lokal

GARAGE/PARKERING
Garageparkeringsplats för motorfordon HV HG HG
Markparkeringsplats för motorfordon HV HG HG
Nummerskyltning i anslutning till parkeringsplats HV HG HG
Parkeringsplats cykel HV HG HG

SKYLTAR
Skyltar - fastighets-/byggnadsspecifika HV HV HV
Skyltar - verksamhetsspecifika HG HG HG
Skyltar - myndighetskrav utrymning HV HG HG
Skyltar - myndighetskrav verksamhet HG HG HG

Transaktion 09222115557472400006 Signerat OL, PS2, KP, AN, ER



 8(8)

SIGNATUR HYRESVÄRD/HYRESGÄST

____________________

Denna Gränsdragningslista har upprättats i två (2) exemplar, varav Parterna har tagit var sitt.

______________________________ ______________________________
Ort och datum Ort och datum

Stendörren Blästerugnen 2                     T-Wok Express AB

______________________________ ______________________________

______________________________ ______________________________
Erik Ranje                          Pontus Sjögren Oscar Luu
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Lokalutformning

Materialval

Val av inredning 
och utrustning

Avser Hyreskontrakt nr:

4841-20004 
Fastighetsbeteckning:

Blästerugnen 2

Hyresvärd Namn:

Stendörren Blästerugnen 2 AB   
Personnr/Orgnr:

556822-2268     

Hyresgäst Namn:

T-Wok Express AB
Personnr/Orgnr:

559033-5989       

Samverkan,
information och
utbildning

Parterna har i samband med tecknande av denna överenskommelse utbytt information om sina miljöambitioner och sitt miljöarbete. I
fortsättningen ska sådant informationsutbyte ske minst en gång vartannat år. Informationsutbytet ska dokumenteras

Hyresvärden ska kalla till och leda samråds- och uppföljningsmöten med en av hyresgästen angiven representant. Under mötena ska status för
åtagandena i denna överenskommelse gås igenom. Mötena ska dokumenteras och genomföras minst en gång vartannat år.

Parterna ska gemensamt ta fram och minst en gång vartannat år se över och uppdatera en handlingsplan för minskning av lokalens och
fastighetens miljöpåverkan.

Hyresvärden ska förse hyresgästen med skriftlig information om hur hyresgästen kan bidra till att minska lokalens och fastighetens
miljöpåverkan. Informationen ska minst omfatta områdena energi, materialval och avfallshantering i samband med hyresgästanpassning och
löpande underhåll.

Energi och
inomhusmiljö 

Mängd energi

I samband med tecknandet av denna överenskommelse ska hyresvärden genomföra och dokumentera en genomgång med hyresgästen av
senast genomförd energideklaration inklusive identifierade förbättringsförslag avseende energiprestanda samt redovisad obligatorisk
ventilationskontroll (OVK) och radonmätning om sådan utförts. I samband med de årliga samråds- och uppföljningsmötena av denna
överenskommelse ska parterna diskutera de identifierade förbättringsförslagen samt utfallet av undersökningar av energiprestanda,
ventilation och radonhalt som utförts efter upprättande av energideklarationen.

Parterna ska årligen utbyta information om resursanvändningen i lokalen avseende

Verksamhetsel Information baseras på  mätning  fördelning av total energianvändning

Information tillhandahålls av  hyresvärden  hyresgästen

Värme inklusive tappvarmvatten Information baseras på  mätning  fördelning av total energianvändning

Information tillhandahålls av  hyresvärden  hyresgästen

Komfortkyla  Komfortkyla finns ej i lokalen

Information baseras på  mätning  fördelning av total energianvändning

Information tillhandahålls av  hyresvärden  hyresgästen

Särskild kyla (processkyla)  Särskild kyla (processkyla) finns ej i lokalen

Information baseras på  mätning  fördelning av total energianvändning

Information tillhandahålls av  hyresvärden  hyresgästen

Fastighetsel Information baseras på  mätning  fördelning av total energianvändning

Information tillhandahålls av  hyresvärden  hyresgästen

Vattenanvändning Information baseras på  mätning  fördelning av total vattenanvändning

Information tillhandahålls av  hyresvärden  hyresgästen

Parterna ska samverka för att optimera drifttiderna för uppvärmning, kylning och ventilation i lokalen.

Energislag Hyresvärden ska köpa produktionsspecificerad förnybar el. 

 Från tillträdet  Snarast med hänsyn till ingångna avtal, dock senast (datum)  

Hyresgästen ska köpa produktionsspecificerad förnybar el. 

 Från tillträdet  Snarast med hänsyn till ingångna avtal, dock senast (datum)  

Inomhusmiljö

Hyresgäst- 
anpassning och
löpande underhåll 

Hyresvärden ska i samband med tecknandet av denna överenskommelse informera hyresgästen om en optimal inplacering av arbetsytor med
hänsyn till lokalens tekniska förutsättningar.

Hyresgästen ska i samband med tecknandet av denna överenskommelse delge hyresvärden en möbleringsplan som beaktar lokalens tekniska
förutsättningar. Hyresgästen ska löpande meddela hyresvärden om användningen av lokalen ändras på ett sätt som påverkar inomhusmiljön.

Parterna ska ta miljöhänsyn vid materialval i lokalen.

Parterna ska välja vitvaror med låg energianvändning i lokalen.

Sid 1 ( 2 )

Bilaga nr 4

Kryss i ruta innebär att den därefter följande texten gäller

 GRÖN BILAGA
TILL LOKALHYRESAVTAL

Undertecknande parter har denna dag träffat följande överenskommelse.

Fastighetsägarna Sveriges formulär 99 upprättat 2012 inom ramen för Fastighetsägarnas Gröna hyresavtalsprojekt där hyresvärdar, hyresgäster och myndigheter deltagit.
Reviderat 2016. Eftertryck förbjuds.
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Avfallshantering

Lokalunderhåll

Bilaga: 

Parterna ska dokumentera hanteringen av demonterat och bortfört byggmaterial samt inredning (återanvändning, materialåtervinning,
energiåtervinning och deponering) i samband med hyresgästanpassning i befintlig lokal.

Hyresgästen ska vid utövande av sin vårdnadsplikt och underhållsskyldighet i lokalen ta miljöhänsyn vid val av metoder.

Hyresvärden ska vid underhåll, skötsel och drift i fastigheten ta miljöhänsyn vid val av metoder.

Resor Hyresvärden ska, på de villkor som framgår av bilagan, i anslutning till lokalen erbjuda tillgång till

Övriga 
avtalspunkter

Ytterligare avtalspunkter bifogas

Underskrift Denna avtalsbilaga har upprättats i två likalydande exemplar, av vilka parterna har tagit var sitt.

Ort/datum:

Stockholm 2022-06
Ort/datum:

Västerås 2022-06

Hyresvärdens namn:

Stendörren Blästerugnen 2 AB   
Hyresgästens namn:

T-Wok Express AB

Namnteckning(firmatecknare/ombud):  Firmatecknare 

 Ombud enligt
fullmakt

Namnteckning(firmatecknare/ombud):  Firmatecknare 

 Ombud enligt
fullmakt

Namnförtydligande:

Pontus Sjögren              Erik Ranje
Namnförtydligande:

Oscar Luu

Sid 2 ( 2 )

Bilaga nr 4

Kryss i ruta innebär att den därefter följande texten gäller

 GRÖN BILAGA
TILL LOKALHYRESAVTAL

Undertecknande parter har denna dag träffat följande överenskommelse.

Fastighetsägarna Sveriges formulär 99 upprättat 2012 inom ramen för Fastighetsägarnas Gröna hyresavtalsprojekt där hyresvärdar, hyresgäster och myndigheter deltagit.
Reviderat 2016. Eftertryck förbjuds.
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4841-20004 T Wok express nytt avtal Skarpt 20220628 rev 
1
Huvuddokument
36 sidor
Startades 2022-06-28 23:45:49 CEST (+0200) av Pontus 
Sjögren (PS1)
Färdigställt 2022-07-01 10:27:00 CEST (+0200)

Initierare

Pontus Sjögren (PS1)
Stendörren Fastigheter AB
pontus.sjogren@stendorren.se

Signerande parter

Oscar Luu (OL)
T-Wok Express AB
Personnummer 681012-9277
oscar.luu@hotmail.com
Oscar Luu <oscar.luu@hotmail.com>

Namnet som returnerades från svenskt BankID var 
"OSCAR LUU"
Signerade 2022-06-30 10:34:43 CEST (+0200)

Pontus Sjögren (PS2)
Stendörren Fastigheter AB
pontus.sjogren@stendorren.se
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Kristian Pamp (KP)
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Anders Nilsson (AN)
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Detta verifikat är utfärdat av Scrive. Information i kursiv stil är säkert verifierad av Scrive. Se de dolda 
bilagorna för mer information/bevis om detta dokument. Använd en PDF-läsare som t ex Adobe Reader 
som kan visa dolda bilagor för att se bilagorna. Observera att om dokumentet skrivs ut kan inte 
integriteten i papperskopian bevisas enligt nedan och att en vanlig papperutskrift saknar innehållet i de 
dolda bilagorna. Den digitala signaturen (elektroniska förseglingen) säkerställer att integriteten av detta 
dokument, inklusive de dolda bilagorna, kan bevisas matematiskt och oberoende av Scrive. För er 
bekvämlighet tillhandahåller Scrive även en tjänst för att kontrollera dokumentets integritet automatiskt 
på: https://scrive.com/verify
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Evidence quality of Scrive e-signed documents

Latest updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.




  
    		Time
    		CES
    		IP address and User-Agent
    		Event
  


  
  
    		2022-06-28 21:45:49.374109 UTC ±13 ms
    		2022-06-28 20:53:46.214936 UTC
    		
      81.235.216.204
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.53 Safari/537.36 Edg/103.0.1264.37
      
    
    		
      
        The initiator Pontus Sjögren (PS1) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-07-28 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    
  


  
  
    		2022-06-28 21:45:49.374109 UTC ±13 ms
    		2022-06-28 20:53:46.214936 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (oscar.luu@hotmail.com) to Oscar Luu (OL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej Här kommer ett hyresavtal för påskrift. Läs igenom samtliga bilagor. 
      

    
  


  
  
    		2022-06-28 21:45:55.770624 UTC ±13 ms
    		2022-06-28 20:53:46.214936 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Oscar Luu (OL) was delivered.
      

    
  


  
  
    		2022-06-29 08:31:20.218485 UTC ±18 ms
    		2022-06-29 07:54:08.349172 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to oscar.luu@hotmail.com was opened.
      

    
  


  
  
    		2022-06-29 08:31:25.28106 UTC ±18 ms
    		2022-06-29 07:54:08.349172 UTC
    		
      94.234.100.109
      
        Mozilla/5.0 (Linux; Android 12; SAMSUNG SM-G991B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/17.0 Chrome/96.0.4664.104 Mobile Safari/537.36
      
    
    		
      
        The party Oscar Luu (OL) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2022-06-29 08:34:51.003458 UTC ±19 ms
    		2022-06-29 07:54:08.349172 UTC
    		
      94.234.100.109
      
        Mozilla/5.0 (Linux; Android 12; SAMSUNG SM-G991B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/17.0 Chrome/96.0.4664.104 Mobile Safari/537.36
      
    
    		
      
        The party Oscar Luu (OL) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2022-06-29 09:30:41.650825 UTC ±13 ms
    		2022-06-29 08:54:10.228904 UTC
    		
      94.234.100.109
      
        Mozilla/5.0 (Linux; Android 12; SAMSUNG SM-G991B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/17.0 Chrome/96.0.4664.104 Mobile Safari/537.36
      
    
    		
      
        The party Oscar Luu (OL) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2022-06-29 09:30:45.78301 UTC ±13 ms
    		2022-06-29 08:54:10.228904 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to oscar.luu@hotmail.com was opened.
      

    
  


  
  
    		2022-06-29 09:35:10.118964 UTC ±15 ms
    		2022-06-29 08:54:10.228904 UTC
    		
      94.234.100.109
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.0.0 Safari/537.36
      
    
    		
      
        The party Oscar Luu (OL) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2022-06-30 08:26:38.188316 UTC ±8 ms
    		2022-06-30 07:54:54.214721 UTC
    		
      85.226.239.70
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.0.0 Safari/537.36
      
    
    		
      
        The party Oscar Luu (OL) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2022-06-30 08:26:39.11107 UTC ±8 ms
    		2022-06-30 07:54:54.214721 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to oscar.luu@hotmail.com was opened.
      

    
  


  
  
    		2022-06-30 08:34:43.68205 UTC ±9 ms
    		2022-06-30 07:54:54.214721 UTC
    		
      85.226.239.70
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.0.0 Safari/537.36
      
    
    		
      
        The document was signed by Oscar Luu (OL) using 
  Swedish BankID
 through 
  CGI
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "4841-20004 T Wok express nytt avtal Skarpt 20220628 rev 1" med transaktionsnummer 9222115557472400006.






Data returned from 
  CGI
:
  
Name: OSCAR LUU
  
ID number: 
  196810129277

  
IP: 85.226.239.70
















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  








      

    
  


  
  
    		2022-06-30 08:34:43.68205 UTC ±9 ms
    		2022-06-30 07:54:54.214721 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (pontus.sjogren@stendorren.se) to Pontus Sjögren (PS2). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej Här kommer ett hyresavtal för påskrift. Läs igenom samtliga bilagor. 
      

    
  


  
  
    		2022-06-30 08:35:04.999448 UTC ±9 ms
    		2022-06-30 07:54:54.214721 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pontus Sjögren (PS2) was delivered.
      

    
  


  
  
    		2022-06-30 08:48:49.188124 UTC ±12 ms
    		2022-06-30 07:54:54.214721 UTC
    		
      195.234.150.216
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.53 Safari/537.36 Edg/103.0.1264.37
      
    
    		
      
        The party Pontus Sjögren (PS2) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2022-06-30 08:48:59.581365 UTC ±12 ms
    		2022-06-30 07:54:54.214721 UTC
    		
      195.234.150.216
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.53 Safari/537.36 Edg/103.0.1264.37
      
    
    		
      
        The signatory Pontus Sjögren (PS2) signed the document.
      

    
  


  
  
    		2022-06-30 08:48:59.581365 UTC ±12 ms
    		2022-06-30 07:54:54.214721 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (kristian.pamp@stendorren.se) to Kristian Pamp (KP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej Här kommer ett hyresavtal för påskrift. Läs igenom samtliga bilagor. 
      

    
  


  
  
    		2022-06-30 08:49:10.73291 UTC ±12 ms
    		2022-06-30 07:54:54.214721 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kristian Pamp (KP) was delivered.
      

    
  


  
  
    		2022-06-30 16:21:41.536246 UTC ±13 ms
    		2022-06-30 15:55:10.395754 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to kristian.pamp@stendorren.se was opened.
      

    
  


  
  
    		2022-07-01 07:12:50.852029 UTC ±3 ms
    		2022-07-01 06:55:40.087077 UTC
    		
      212.100.124.63
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.0.0 Safari/537.36
      
    
    		
      
        The party Kristian Pamp (KP) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2022-07-01 07:13:02.459236 UTC ±3 ms
    		2022-07-01 06:55:40.087077 UTC
    		
      212.100.124.63
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.0.0 Safari/537.36
      
    
    		
      
        The signatory Kristian Pamp (KP) signed the document.
      

    
  


  
  
    		2022-07-01 07:13:02.459236 UTC ±3 ms
    		2022-07-01 06:55:40.087077 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (anders.nilsson@stendorren.se) to Anders Nilsson (AN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej Här kommer ett hyresavtal för påskrift. Läs igenom samtliga bilagor. 
      

    
  


  
  
    		2022-07-01 07:13:09.380711 UTC ±3 ms
    		2022-07-01 06:55:40.087077 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Nilsson (AN) was delivered.
      

    
  


  
  
    		2022-07-01 08:14:59.117942 UTC ±6 ms
    		2022-07-01 07:55:43.225765 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to anders.nilsson@stendorren.se was opened.
      

    
  


  
  
    		2022-07-01 08:15:05.378108 UTC ±6 ms
    		2022-07-01 07:55:43.225765 UTC
    		
      94.191.152.71
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1
      
    
    		
      
        The party Anders Nilsson (AN) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2022-07-01 08:16:32.189334 UTC ±6 ms
    		2022-07-01 07:55:43.225765 UTC
    		
      94.191.152.71
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1
      
    
    		
      
        The signatory Anders Nilsson (AN) signed the document.
      

    
  


  
  
    		2022-07-01 08:16:32.189334 UTC ±6 ms
    		2022-07-01 07:55:43.225765 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (erik.ranje@stendorren.se) to Erik Ranje (ER). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej Här kommer ett hyresavtal för påskrift. Läs igenom samtliga bilagor. 
      

    
  


  
  
    		2022-07-01 08:16:43.606055 UTC ±6 ms
    		2022-07-01 07:55:43.225765 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erik Ranje (ER) was delivered.
      

    
  


  
  
    		2022-07-01 08:26:46.909016 UTC ±8 ms
    		2022-07-01 07:55:43.225765 UTC
    		
      81.229.156.28
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.53 Safari/537.36 Edg/103.0.1264.37
      
    
    		
      
        The party Erik Ranje (ER) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2022-07-01 08:27:00.349271 UTC ±8 ms
    		2022-07-01 07:55:43.225765 UTC
    		
      81.229.156.28
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.53 Safari/537.36 Edg/103.0.1264.37
      
    
    		
      
        The signatory Erik Ranje (ER) signed the document.
      

    
  


  
  
    		2022-07-01 08:27:00.349271 UTC ±8 ms
    		2022-07-01 07:55:43.225765 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.





Gnuplot
Produced by GNUPLOT 4.6 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.15 ms

		standard deviation: 0.91 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈99.350%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-05-20 16:22:06.998555 UTC and 2022-07-01 07:55:43.225765 UTC:





  		Time collected
  		Clock offset




  
    		2022-05-20 16:22:06.998555
    		-0.3 ms
  



  
    		2022-05-20 17:22:08.666667
    		0.1 ms
  



  
    		2022-05-20 18:22:10.220521
    		-0.1 ms
  



  
    		2022-05-20 19:22:11.893836
    		-0.1 ms
  



  
    		2022-05-20 20:22:13.500396
    		-0.5 ms
  



  
    		2022-05-20 21:22:15.467605
    		-0.2 ms
  



  
    		2022-05-20 22:22:17.421289
    		-0.6 ms
  



  
    		2022-05-20 23:22:19.04904
    		-0.5 ms
  



  
    		2022-05-21 00:22:20.811472
    		-1.2 ms
  



  
    		2022-05-21 01:22:22.396164
    		-0.5 ms
  



  
    		2022-05-21 02:22:24.544405
    		0.3 ms
  



  
    		2022-05-21 03:22:26.9266
    		-1.1 ms
  



  
    		2022-05-21 04:22:28.467103
    		0.2 ms
  



  
    		2022-05-21 05:22:30.465631
    		-0.4 ms
  



  
    		2022-05-21 06:22:31.972442
    		-0.2 ms
  



  
    		2022-05-21 07:22:33.836739
    		0.5 ms
  



  
    		2022-05-21 08:22:35.655646
    		0.1 ms
  



  
    		2022-05-21 09:22:37.426118
    		-0.8 ms
  



  
    		2022-05-21 10:22:39.169099
    		-0.2 ms
  



  
    		2022-05-21 11:22:41.212064
    		-0.6 ms
  



  
    		2022-05-21 12:22:42.99235
    		-0.4 ms
  



  
    		2022-05-21 13:22:45.476279
    		-0.1 ms
  



  
    		2022-05-21 14:22:47.184705
    		-0.2 ms
  



  
    		2022-05-21 15:22:48.717817
    		-0.2 ms
  



  
    		2022-05-21 16:22:50.574513
    		-0.6 ms
  



  
    		2022-05-21 17:22:52.6757
    		0.2 ms
  



  
    		2022-05-21 18:22:54.803856
    		-0.4 ms
  



  
    		2022-05-21 19:22:56.365906
    		0.7 ms
  



  
    		2022-05-21 20:22:58.765222
    		0.1 ms
  



  
    		2022-05-21 21:23:00.521382
    		0.1 ms
  



  
    		2022-05-21 22:23:02.31313
    		-0.9 ms
  



  
    		2022-05-21 23:23:04.351119
    		-2.1 ms
  



  
    		2022-05-22 00:23:05.785417
    		-0.3 ms
  



  
    		2022-05-22 01:23:07.515062
    		-0.2 ms
  



  
    		2022-05-22 02:23:09.140894
    		-1.0 ms
  



  
    		2022-05-22 03:23:10.688319
    		-0.7 ms
  



  
    		2022-05-22 04:23:12.805192
    		-0.3 ms
  



  
    		2022-05-22 05:23:14.492833
    		-0.8 ms
  



  
    		2022-05-22 06:23:16.656203
    		0.8 ms
  



  
    		2022-05-22 07:23:18.934203
    		1.8 ms
  



  
    		2022-05-22 08:23:20.92589
    		-1.0 ms
  



  
    		2022-05-22 09:23:22.751709
    		-0.1 ms
  



  
    		2022-05-22 10:23:24.57858
    		0.7 ms
  



  
    		2022-05-22 11:23:27.291
    		-1.6 ms
  



  
    		2022-05-22 12:23:29.051948
    		0.7 ms
  



  
    		2022-05-22 13:23:30.511096
    		0.1 ms
  



  
    		2022-05-22 14:23:32.529015
    		0.4 ms
  



  
    		2022-05-22 15:23:34.304362
    		0.2 ms
  



  
    		2022-05-22 16:23:36.523683
    		2.1 ms
  



  
    		2022-05-22 17:23:38.455941
    		1.9 ms
  



  
    		2022-05-22 18:23:40.738221
    		-0.2 ms
  



  
    		2022-05-22 19:23:43.030554
    		-0.6 ms
  



  
    		2022-05-22 20:23:44.901926
    		-1.0 ms
  



  
    		2022-05-22 21:23:46.619457
    		-0.8 ms
  



  
    		2022-05-22 22:23:48.770086
    		-1.4 ms
  



  
    		2022-05-22 23:23:50.628408
    		-1.1 ms
  



  
    		2022-05-23 00:23:52.577165
    		-0.8 ms
  



  
    		2022-05-23 01:23:54.14896
    		0.6 ms
  



  
    		2022-05-23 02:23:56.078735
    		0.3 ms
  



  
    		2022-05-23 03:23:57.819162
    		0.5 ms
  



  
    		2022-05-23 04:23:59.451308
    		-0.2 ms
  



  
    		2022-05-23 05:24:02.000948
    		-0.3 ms
  



  
    		2022-05-23 06:24:04.487473
    		0.0 ms
  



  
    		2022-05-23 07:24:06.991531
    		0.1 ms
  



  
    		2022-05-23 08:24:09.449162
    		-0.8 ms
  



  
    		2022-05-23 09:24:12.032182
    		-0.8 ms
  



  
    		2022-05-23 10:24:14.032895
    		-0.7 ms
  



  
    		2022-05-23 11:24:15.860172
    		0.0 ms
  



  
    		2022-05-23 12:24:18.364571
    		-4.0 ms
  



  
    		2022-05-23 13:24:20.07604
    		0.6 ms
  



  
    		2022-05-23 14:24:22.812047
    		0.3 ms
  



  
    		2022-05-23 15:24:24.685229
    		-0.1 ms
  



  
    		2022-05-23 16:24:26.618837
    		0.9 ms
  



  
    		2022-05-23 17:24:28.171862
    		0.3 ms
  



  
    		2022-05-23 18:24:29.689668
    		0.8 ms
  



  
    		2022-05-23 19:24:32.691867
    		1.4 ms
  



  
    		2022-05-23 20:24:34.249294
    		0.4 ms
  



  
    		2022-05-23 21:24:36.164877
    		0.1 ms
  



  
    		2022-05-23 22:24:37.729503
    		-2.2 ms
  



  
    		2022-05-23 23:24:39.709482
    		-0.7 ms
  



  
    		2022-05-24 00:24:42.454378
    		0.1 ms
  



  
    		2022-05-24 01:24:44.508508
    		0.3 ms
  



  
    		2022-05-24 02:24:46.438966
    		0.5 ms
  



  
    		2022-05-24 03:24:49.475402
    		0.5 ms
  



  
    		2022-05-24 04:24:52.153772
    		-0.9 ms
  



  
    		2022-05-24 05:24:54.358371
    		1.2 ms
  



  
    		2022-05-24 06:24:56.23303
    		-0.4 ms
  



  
    		2022-05-24 07:24:59.03058
    		0.2 ms
  



  
    		2022-05-24 08:25:01.4741
    		-3.5 ms
  



  
    		2022-05-24 09:25:03.380628
    		-1.8 ms
  



  
    		2022-05-24 10:25:05.356471
    		-1.1 ms
  



  
    		2022-05-24 11:25:07.270717
    		-3.2 ms
  



  
    		2022-05-24 12:25:09.209946
    		-3.5 ms
  



  
    		2022-05-24 13:25:11.583141
    		1.6 ms
  



  
    		2022-05-24 14:25:13.843169
    		0.0 ms
  



  
    		2022-05-24 15:25:15.870615
    		0.3 ms
  



  
    		2022-05-24 16:25:18.756201
    		1.4 ms
  



  
    		2022-05-24 17:25:20.215225
    		0.0 ms
  



  
    		2022-05-24 18:25:21.822122
    		-0.8 ms
  



  
    		2022-05-24 19:25:23.834018
    		-0.3 ms
  



  
    		2022-05-24 20:25:25.482257
    		0.1 ms
  



  
    		2022-05-24 21:25:27.61627
    		0.1 ms
  



  
    		2022-05-24 22:25:29.654485
    		0.0 ms
  



  
    		2022-05-24 23:25:31.324436
    		-0.2 ms
  



  
    		2022-05-25 00:25:33.458519
    		0.3 ms
  



  
    		2022-05-25 01:25:35.55205
    		1.5 ms
  



  
    		2022-05-25 02:25:37.425192
    		0.3 ms
  



  
    		2022-05-25 03:25:39.353332
    		1.7 ms
  



  
    		2022-05-25 04:25:41.134697
    		0.7 ms
  



  
    		2022-05-25 05:25:43.022366
    		0.1 ms
  



  
    		2022-05-25 06:25:44.664426
    		0.3 ms
  



  
    		2022-05-25 07:25:46.688849
    		0.0 ms
  



  
    		2022-05-25 08:25:48.729485
    		-0.2 ms
  



  
    		2022-05-25 09:25:51.271587
    		0.2 ms
  



  
    		2022-05-25 10:25:53.195725
    		0.1 ms
  



  
    		2022-05-25 11:25:55.376224
    		0.5 ms
  



  
    		2022-05-25 12:25:57.483606
    		0.6 ms
  



  
    		2022-05-25 13:25:59.652426
    		0.8 ms
  



  
    		2022-05-25 14:26:01.098079
    		1.0 ms
  



  
    		2022-05-25 15:26:02.802725
    		0.2 ms
  



  
    		2022-05-25 16:26:04.784485
    		0.0 ms
  



  
    		2022-05-25 17:26:06.558679
    		-0.2 ms
  



  
    		2022-05-25 18:26:08.78328
    		-1.2 ms
  



  
    		2022-05-25 19:26:10.617225
    		-0.5 ms
  



  
    		2022-05-25 20:26:12.404515
    		-0.8 ms
  



  
    		2022-05-25 21:26:14.383502
    		-1.3 ms
  



  
    		2022-05-25 22:26:15.942136
    		-1.2 ms
  



  
    		2022-05-25 23:26:17.505858
    		-1.4 ms
  



  
    		2022-05-26 00:26:19.486508
    		-1.7 ms
  



  
    		2022-05-26 01:26:21.600285
    		-0.6 ms
  



  
    		2022-05-26 02:26:23.267376
    		-0.5 ms
  



  
    		2022-05-26 03:26:25.274142
    		0.9 ms
  



  
    		2022-05-26 04:26:26.993818
    		0.1 ms
  



  
    		2022-05-26 05:26:29.105929
    		1.2 ms
  



  
    		2022-05-26 06:26:30.973057
    		0.5 ms
  



  
    		2022-05-26 07:26:32.878848
    		1.3 ms
  



  
    		2022-05-26 08:26:34.652137
    		-1.3 ms
  



  
    		2022-05-26 09:26:36.964244
    		-0.8 ms
  



  
    		2022-05-26 10:26:39.94908
    		1.2 ms
  



  
    		2022-05-26 11:26:41.543987
    		0.8 ms
  



  
    		2022-05-26 12:26:43.790322
    		1.5 ms
  



  
    		2022-05-26 13:26:45.437208
    		1.7 ms
  



  
    		2022-05-26 14:26:47.525114
    		-0.2 ms
  



  
    		2022-05-26 15:26:49.328275
    		-0.7 ms
  



  
    		2022-05-26 16:26:51.003253
    		-0.5 ms
  



  
    		2022-05-26 17:26:53.291874
    		-0.3 ms
  



  
    		2022-05-26 18:26:55.835574
    		-1.2 ms
  



  
    		2022-05-26 19:26:57.717458
    		0.4 ms
  



  
    		2022-05-26 20:26:59.703593
    		0.5 ms
  



  
    		2022-05-26 21:27:01.135326
    		0.8 ms
  



  
    		2022-05-26 22:27:02.989148
    		0.1 ms
  



  
    		2022-05-26 23:27:04.573036
    		-0.9 ms
  



  
    		2022-05-27 00:27:06.397272
    		-1.3 ms
  



  
    		2022-05-27 01:27:08.524157
    		-1.3 ms
  



  
    		2022-05-27 02:27:10.280009
    		-1.0 ms
  



  
    		2022-05-27 03:27:12.726315
    		-1.4 ms
  



  
    		2022-05-27 04:27:14.82482
    		-1.4 ms
  



  
    		2022-05-27 05:27:16.692241
    		0.6 ms
  



  
    		2022-05-27 06:27:18.736031
    		-1.0 ms
  



  
    		2022-05-27 07:27:20.88474
    		-0.4 ms
  



  
    		2022-05-27 08:27:22.867721
    		0.3 ms
  



  
    		2022-05-27 09:27:24.520019
    		-0.8 ms
  



  
    		2022-05-27 10:27:26.188058
    		0.5 ms
  



  
    		2022-05-27 11:27:28.323773
    		0.9 ms
  



  
    		2022-05-27 12:27:30.181895
    		-0.4 ms
  



  
    		2022-05-27 13:27:32.202106
    		-1.6 ms
  



  
    		2022-05-27 14:27:34.152157
    		0.3 ms
  



  
    		2022-05-27 15:27:36.083141
    		1.2 ms
  



  
    		2022-05-27 16:27:37.968521
    		0.8 ms
  



  
    		2022-05-27 17:27:39.882168
    		-0.3 ms
  



  
    		2022-05-27 18:27:41.46664
    		0.4 ms
  



  
    		2022-05-27 19:27:43.028583
    		1.2 ms
  



  
    		2022-05-27 20:27:45.113374
    		1.2 ms
  



  
    		2022-05-27 21:27:47.964894
    		1.4 ms
  



  
    		2022-05-27 22:27:49.603189
    		-1.3 ms
  



  
    		2022-05-27 23:27:51.736786
    		-0.9 ms
  



  
    		2022-05-28 00:27:53.27699
    		-3.0 ms
  



  
    		2022-05-28 01:27:55.200696
    		-2.5 ms
  



  
    		2022-05-28 02:27:58.031316
    		-2.6 ms
  



  
    		2022-05-28 03:27:59.601572
    		0.8 ms
  



  
    		2022-05-28 04:28:01.791322
    		0.9 ms
  



  
    		2022-05-28 05:28:03.6379
    		0.5 ms
  



  
    		2022-05-28 06:28:05.831534
    		-0.1 ms
  



  
    		2022-05-28 07:28:07.613407
    		-0.3 ms
  



  
    		2022-05-28 08:28:09.289635
    		1.1 ms
  



  
    		2022-05-28 09:28:11.397154
    		1.3 ms
  



  
    		2022-05-28 10:28:13.129886
    		0.6 ms
  



  
    		2022-05-28 11:28:14.690712
    		-1.4 ms
  



  
    		2022-05-28 12:28:17.351102
    		0.5 ms
  



  
    		2022-05-28 13:28:19.011902
    		0.6 ms
  



  
    		2022-05-28 14:28:21.578304
    		0.5 ms
  



  
    		2022-05-28 15:28:23.934435
    		0.8 ms
  



  
    		2022-05-28 16:28:25.9775
    		-1.3 ms
  



  
    		2022-05-28 17:28:27.53431
    		-0.7 ms
  



  
    		2022-05-28 18:28:29.39659
    		-0.9 ms
  



  
    		2022-05-28 19:28:31.186478
    		0.0 ms
  



  
    		2022-05-28 20:28:32.969308
    		0.4 ms
  



  
    		2022-05-28 21:28:35.553458
    		0.4 ms
  



  
    		2022-05-28 22:28:37.006431
    		0.5 ms
  



  
    		2022-05-28 23:28:38.82078
    		-1.1 ms
  



  
    		2022-05-29 00:28:40.756188
    		-0.7 ms
  



  
    		2022-05-29 01:28:42.741561
    		-2.4 ms
  



  
    		2022-05-29 02:28:44.376251
    		-2.4 ms
  



  
    		2022-05-29 03:28:46.419595
    		-0.8 ms
  



  
    		2022-05-29 04:28:48.075599
    		-0.8 ms
  



  
    		2022-05-29 05:28:50.475006
    		0.8 ms
  



  
    		2022-05-29 06:28:52.19035
    		0.8 ms
  



  
    		2022-05-29 07:28:54.069317
    		0.6 ms
  



  
    		2022-05-29 08:28:55.956411
    		1.1 ms
  



  
    		2022-05-29 09:28:57.634433
    		1.7 ms
  



  
    		2022-05-29 10:28:59.948806
    		2.3 ms
  



  
    		2022-05-29 11:29:01.586873
    		0.9 ms
  



  
    		2022-05-29 12:29:03.482417
    		-0.5 ms
  



  
    		2022-05-29 13:29:05.638486
    		0.2 ms
  



  
    		2022-05-29 14:29:07.796709
    		-0.4 ms
  



  
    		2022-05-29 15:29:10.320168
    		-0.4 ms
  



  
    		2022-05-29 16:29:11.87744
    		0.1 ms
  



  
    		2022-05-29 17:29:13.741723
    		1.6 ms
  



  
    		2022-05-29 18:29:16.265263
    		1.9 ms
  



  
    		2022-05-29 19:29:17.873886
    		0.5 ms
  



  
    		2022-05-29 20:29:19.540842
    		-1.4 ms
  



  
    		2022-05-29 21:29:21.306777
    		-0.1 ms
  



  
    		2022-05-29 22:29:23.340211
    		-0.6 ms
  



  
    		2022-05-29 23:29:25.83446
    		0.0 ms
  



  
    		2022-05-30 00:29:27.939381
    		0.3 ms
  



  
    		2022-05-30 01:29:30.169619
    		0.0 ms
  



  
    		2022-05-30 02:29:31.996012
    		1.1 ms
  



  
    		2022-05-30 03:29:35.741185
    		0.2 ms
  



  
    		2022-05-30 04:29:37.987215
    		-0.3 ms
  



  
    		2022-05-30 05:29:40.138511
    		0.8 ms
  



  
    		2022-05-30 06:29:41.89082
    		0.3 ms
  



  
    		2022-05-30 07:29:43.95501
    		0.6 ms
  



  
    		2022-05-30 08:29:45.684823
    		0.5 ms
  



  
    		2022-05-30 09:29:47.460653
    		0.3 ms
  



  
    		2022-05-30 10:29:50.375929
    		1.0 ms
  



  
    		2022-05-30 11:29:52.328013
    		0.5 ms
  



  
    		2022-05-30 12:29:54.147637
    		-0.3 ms
  



  
    		2022-05-30 13:29:56.12796
    		0.1 ms
  



  
    		2022-05-30 14:29:58.167883
    		0.1 ms
  



  
    		2022-05-30 15:29:59.845008
    		-0.1 ms
  



  
    		2022-05-30 16:30:02.343855
    		0.2 ms
  



  
    		2022-05-30 17:30:04.388049
    		-0.6 ms
  



  
    		2022-05-30 18:30:06.55891
    		-0.5 ms
  



  
    		2022-05-30 19:30:08.596522
    		-0.7 ms
  



  
    		2022-05-30 20:30:10.190096
    		-1.1 ms
  



  
    		2022-05-30 21:30:12.449036
    		0.2 ms
  



  
    		2022-05-30 22:30:15.102421
    		0.7 ms
  



  
    		2022-05-30 23:30:17.349801
    		-1.0 ms
  



  
    		2022-05-31 00:30:18.745713
    		-0.2 ms
  



  
    		2022-05-31 01:30:21.17883
    		-0.7 ms
  



  
    		2022-05-31 02:30:22.683412
    		0.8 ms
  



  
    		2022-05-31 03:30:24.767148
    		-1.5 ms
  



  
    		2022-05-31 04:30:26.387207
    		-0.9 ms
  



  
    		2022-05-31 05:30:28.171131
    		-0.5 ms
  



  
    		2022-05-31 06:30:29.916995
    		0.2 ms
  



  
    		2022-05-31 07:30:31.683524
    		0.6 ms
  



  
    		2022-05-31 08:30:34.023576
    		-0.8 ms
  



  
    		2022-05-31 09:30:35.974343
    		0.9 ms
  



  
    		2022-05-31 10:30:37.845556
    		-0.9 ms
  



  
    		2022-05-31 11:30:39.456284
    		-1.1 ms
  



  
    		2022-05-31 12:30:41.18114
    		-0.5 ms
  



  
    		2022-05-31 13:30:42.864958
    		0.8 ms
  



  
    		2022-05-31 14:30:45.25441
    		1.1 ms
  



  
    		2022-05-31 15:30:46.789767
    		0.6 ms
  



  
    		2022-05-31 16:30:48.792713
    		0.1 ms
  



  
    		2022-05-31 17:30:50.926299
    		-1.5 ms
  



  
    		2022-05-31 18:30:53.685771
    		-3.2 ms
  



  
    		2022-05-31 19:30:55.351227
    		-1.8 ms
  



  
    		2022-05-31 20:30:57.866
    		-0.9 ms
  



  
    		2022-05-31 21:30:59.478867
    		-0.2 ms
  



  
    		2022-05-31 22:31:01.767037
    		0.1 ms
  



  
    		2022-05-31 23:31:03.692972
    		0.0 ms
  



  
    		2022-06-01 00:31:05.817183
    		0.2 ms
  



  
    		2022-06-01 01:31:07.278343
    		-0.4 ms
  



  
    		2022-06-01 02:31:09.235213
    		-0.4 ms
  



  
    		2022-06-01 03:31:10.785852
    		0.7 ms
  



  
    		2022-06-01 04:31:12.857158
    		-0.2 ms
  



  
    		2022-06-01 05:31:14.576894
    		0.4 ms
  



  
    		2022-06-01 06:31:16.434077
    		0.2 ms
  



  
    		2022-06-01 07:31:18.424069
    		0.1 ms
  



  
    		2022-06-01 08:31:19.977395
    		-0.6 ms
  



  
    		2022-06-01 09:31:22.218007
    		0.7 ms
  



  
    		2022-06-01 10:31:24.071125
    		-1.7 ms
  



  
    		2022-06-01 11:31:25.747243
    		-0.2 ms
  



  
    		2022-06-01 12:31:28.603134
    		-1.3 ms
  



  
    		2022-06-01 13:31:30.323414
    		-1.7 ms
  



  
    		2022-06-01 14:31:32.9305
    		1.9 ms
  



  
    		2022-06-01 15:31:35.061086
    		2.1 ms
  



  
    		2022-06-01 16:31:37.007705
    		1.0 ms
  



  
    		2022-06-01 17:31:38.626372
    		-1.0 ms
  



  
    		2022-06-01 18:31:40.828912
    		-0.9 ms
  



  
    		2022-06-01 19:31:43.156967
    		-0.7 ms
  



  
    		2022-06-01 20:31:45.234183
    		0.7 ms
  



  
    		2022-06-01 21:31:47.097345
    		-1.2 ms
  



  
    		2022-06-01 22:31:48.925053
    		0.1 ms
  



  
    		2022-06-01 23:31:50.743194
    		-1.1 ms
  



  
    		2022-06-02 00:31:52.373285
    		1.4 ms
  



  
    		2022-06-02 01:31:54.069971
    		-0.4 ms
  



  
    		2022-06-02 02:31:55.569699
    		-0.1 ms
  



  
    		2022-06-02 03:31:57.69667
    		-1.9 ms
  



  
    		2022-06-02 04:32:00.908642
    		-1.7 ms
  



  
    		2022-06-02 05:32:03.570262
    		-1.4 ms
  



  
    		2022-06-02 06:32:05.241987
    		-1.1 ms
  



  
    		2022-06-02 07:32:06.674673
    		-0.3 ms
  



  
    		2022-06-02 08:32:09.129853
    		0.9 ms
  



  
    		2022-06-02 09:32:12.495868
    		0.3 ms
  



  
    		2022-06-02 10:32:14.862351
    		0.9 ms
  



  
    		2022-06-02 11:32:17.311884
    		2.1 ms
  



  
    		2022-06-02 12:32:18.943368
    		-0.2 ms
  



  
    		2022-06-02 13:32:21.23584
    		-0.6 ms
  



  
    		2022-06-02 14:32:23.339195
    		-1.0 ms
  



  
    		2022-06-02 15:32:25.26296
    		0.0 ms
  



  
    		2022-06-02 16:32:26.992071
    		-0.8 ms
  



  
    		2022-06-02 17:32:28.882915
    		-1.0 ms
  



  
    		2022-06-02 18:32:31.002672
    		-0.8 ms
  



  
    		2022-06-02 19:32:32.73277
    		0.7 ms
  



  
    		2022-06-02 20:32:34.985742
    		-1.3 ms
  



  
    		2022-06-02 21:32:36.648583
    		-1.0 ms
  



  
    		2022-06-02 22:32:38.52489
    		-1.5 ms
  



  
    		2022-06-02 23:32:40.316955
    		-0.8 ms
  



  
    		2022-06-03 00:32:42.470712
    		-0.5 ms
  



  
    		2022-06-03 01:32:43.946948
    		0.8 ms
  



  
    		2022-06-03 02:32:45.971323
    		0.5 ms
  



  
    		2022-06-03 03:32:48.205677
    		0.6 ms
  



  
    		2022-06-03 04:32:51.60007
    		-0.2 ms
  



  
    		2022-06-03 05:32:53.79649
    		1.1 ms
  



  
    		2022-06-03 06:32:56.204273
    		0.3 ms
  



  
    		2022-06-03 07:32:58.941246
    		1.3 ms
  



  
    		2022-06-03 08:33:00.623115
    		0.3 ms
  



  
    		2022-06-03 09:33:02.814766
    		0.4 ms
  



  
    		2022-06-03 10:33:05.199368
    		-0.5 ms
  



  
    		2022-06-03 11:33:07.325742
    		-0.8 ms
  



  
    		2022-06-03 12:33:09.193886
    		0.5 ms
  



  
    		2022-06-03 13:33:11.122319
    		-0.7 ms
  



  
    		2022-06-03 14:33:12.783455
    		-1.3 ms
  



  
    		2022-06-03 15:33:14.659907
    		0.9 ms
  



  
    		2022-06-03 16:33:16.341863
    		0.7 ms
  



  
    		2022-06-03 17:33:18.593717
    		1.3 ms
  



  
    		2022-06-03 18:33:20.72995
    		-0.2 ms
  



  
    		2022-06-03 19:33:22.379201
    		-1.5 ms
  



  
    		2022-06-03 20:33:24.053642
    		0.5 ms
  



  
    		2022-06-03 21:33:25.90217
    		1.0 ms
  



  
    		2022-06-03 22:33:28.713372
    		1.0 ms
  



  
    		2022-06-03 23:33:30.511782
    		-0.6 ms
  



  
    		2022-06-04 00:33:32.043703
    		-0.1 ms
  



  
    		2022-06-04 01:33:33.853674
    		-0.1 ms
  



  
    		2022-06-04 02:33:35.917813
    		0.5 ms
  



  
    		2022-06-04 03:33:40.134538
    		-0.1 ms
  



  
    		2022-06-04 04:33:43.857843
    		0.3 ms
  



  
    		2022-06-04 05:33:45.395477
    		0.4 ms
  



  
    		2022-06-04 06:33:47.265726
    		0.3 ms
  



  
    		2022-06-04 07:33:49.91494
    		0.6 ms
  



  
    		2022-06-04 08:33:51.613646
    		0.8 ms
  



  
    		2022-06-04 09:33:53.905716
    		0.1 ms
  



  
    		2022-06-04 10:33:55.835492
    		-0.2 ms
  



  
    		2022-06-04 11:33:57.399318
    		-1.0 ms
  



  
    		2022-06-04 12:33:59.046305
    		0.0 ms
  



  
    		2022-06-04 13:34:01.249513
    		-1.1 ms
  



  
    		2022-06-04 14:34:02.879821
    		0.5 ms
  



  
    		2022-06-04 15:34:04.834272
    		0.0 ms
  



  
    		2022-06-04 16:34:06.753758
    		-0.7 ms
  



  
    		2022-06-04 17:34:08.316331
    		-0.4 ms
  



  
    		2022-06-04 18:34:10.099224
    		-0.9 ms
  



  
    		2022-06-04 19:34:11.874732
    		-0.7 ms
  



  
    		2022-06-04 20:34:14.929034
    		-1.0 ms
  



  
    		2022-06-04 21:34:16.591298
    		0.3 ms
  



  
    		2022-06-04 22:34:18.644458
    		-0.4 ms
  



  
    		2022-06-04 23:34:21.055782
    		-0.7 ms
  



  
    		2022-06-05 00:34:23.157489
    		0.4 ms
  



  
    		2022-06-05 01:34:24.920292
    		0.0 ms
  



  
    		2022-06-05 02:34:27.447408
    		1.1 ms
  



  
    		2022-06-05 03:34:30.372267
    		-0.6 ms
  



  
    		2022-06-05 04:34:34.034413
    		-0.2 ms
  



  
    		2022-06-05 05:34:36.215311
    		-0.4 ms
  



  
    		2022-06-05 06:34:37.946371
    		0.4 ms
  



  
    		2022-06-05 07:34:39.822605
    		-0.4 ms
  



  
    		2022-06-05 08:34:41.612095
    		0.9 ms
  



  
    		2022-06-05 09:34:43.77105
    		-0.6 ms
  



  
    		2022-06-05 10:34:45.664792
    		-0.4 ms
  



  
    		2022-06-05 11:34:47.359673
    		-0.6 ms
  



  
    		2022-06-05 12:34:49.2156
    		-1.1 ms
  



  
    		2022-06-05 13:34:50.901005
    		-0.2 ms
  



  
    		2022-06-05 14:34:52.640265
    		-0.3 ms
  



  
    		2022-06-05 15:34:54.51055
    		0.2 ms
  



  
    		2022-06-05 16:34:56.309961
    		0.3 ms
  



  
    		2022-06-05 17:34:57.994764
    		0.6 ms
  



  
    		2022-06-05 18:34:59.97936
    		0.0 ms
  



  
    		2022-06-05 19:35:02.091743
    		-1.1 ms
  



  
    		2022-06-05 20:35:03.729554
    		-0.5 ms
  



  
    		2022-06-05 21:35:05.492727
    		0.0 ms
  



  
    		2022-06-05 22:35:07.840714
    		0.2 ms
  



  
    		2022-06-05 23:35:09.475357
    		0.2 ms
  



  
    		2022-06-06 00:35:11.163159
    		-1.0 ms
  



  
    		2022-06-06 01:35:12.888541
    		1.3 ms
  



  
    		2022-06-06 02:35:14.838884
    		0.9 ms
  



  
    		2022-06-06 03:35:16.698449
    		0.2 ms
  



  
    		2022-06-06 04:35:19.00436
    		0.2 ms
  



  
    		2022-06-06 05:35:21.087113
    		-0.7 ms
  



  
    		2022-06-06 06:35:22.85172
    		-0.5 ms
  



  
    		2022-06-06 07:35:24.704413
    		0.0 ms
  



  
    		2022-06-06 08:35:26.378091
    		-0.9 ms
  



  
    		2022-06-06 09:35:28.111631
    		-0.2 ms
  



  
    		2022-06-06 10:35:29.899406
    		-0.5 ms
  



  
    		2022-06-06 11:35:31.723998
    		-0.7 ms
  



  
    		2022-06-06 12:35:33.29074
    		-0.8 ms
  



  
    		2022-06-06 13:35:35.132449
    		0.7 ms
  



  
    		2022-06-06 14:35:36.915464
    		1.5 ms
  



  
    		2022-06-06 15:35:39.519823
    		-0.7 ms
  



  
    		2022-06-06 16:35:42.085468
    		0.3 ms
  



  
    		2022-06-06 17:35:44.407187
    		0.0 ms
  



  
    		2022-06-06 18:35:46.657145
    		-0.1 ms
  



  
    		2022-06-06 19:35:48.876633
    		0.3 ms
  



  
    		2022-06-06 20:35:50.955621
    		-0.9 ms
  



  
    		2022-06-06 21:35:52.715087
    		-2.9 ms
  



  
    		2022-06-06 22:35:54.607929
    		-0.4 ms
  



  
    		2022-06-06 23:35:56.384531
    		-1.0 ms
  



  
    		2022-06-07 00:35:58.139981
    		-4.2 ms
  



  
    		2022-06-07 01:35:59.763868
    		-2.8 ms
  



  
    		2022-06-07 02:36:01.443595
    		-2.4 ms
  



  
    		2022-06-07 03:36:03.968122
    		-1.0 ms
  



  
    		2022-06-07 04:36:07.117119
    		0.7 ms
  



  
    		2022-06-07 05:36:09.145667
    		-1.3 ms
  



  
    		2022-06-07 06:36:10.848503
    		0.0 ms
  



  
    		2022-06-07 07:36:13.85599
    		1.7 ms
  



  
    		2022-06-07 08:36:16.552854
    		0.2 ms
  



  
    		2022-06-07 09:36:18.501385
    		-0.4 ms
  



  
    		2022-06-07 10:36:20.714671
    		1.3 ms
  



  
    		2022-06-07 11:36:22.994948
    		-0.3 ms
  



  
    		2022-06-07 12:36:24.931088
    		1.9 ms
  



  
    		2022-06-07 13:36:27.473818
    		1.1 ms
  



  
    		2022-06-07 14:36:29.231865
    		-0.1 ms
  



  
    		2022-06-07 15:36:31.060448
    		-0.8 ms
  



  
    		2022-06-07 16:36:32.615236
    		-2.0 ms
  



  
    		2022-06-07 17:36:35.057018
    		-0.2 ms
  



  
    		2022-06-07 18:36:36.673806
    		-0.5 ms
  



  
    		2022-06-07 19:36:38.487013
    		0.3 ms
  



  
    		2022-06-07 20:36:40.836954
    		-0.4 ms
  



  
    		2022-06-07 21:36:42.356598
    		0.5 ms
  



  
    		2022-06-07 22:36:44.219267
    		2.3 ms
  



  
    		2022-06-07 23:36:45.847919
    		0.7 ms
  



  
    		2022-06-08 00:36:48.223742
    		0.5 ms
  



  
    		2022-06-08 01:36:50.516666
    		-0.1 ms
  



  
    		2022-06-08 02:36:52.660335
    		-1.1 ms
  



  
    		2022-06-08 03:36:55.577532
    		0.1 ms
  



  
    		2022-06-08 04:36:58.931376
    		0.5 ms
  



  
    		2022-06-08 05:37:01.16293
    		-0.6 ms
  



  
    		2022-06-08 06:37:04.137723
    		-0.7 ms
  



  
    		2022-06-08 07:37:05.950575
    		-0.8 ms
  



  
    		2022-06-08 08:37:09.270326
    		-1.0 ms
  



  
    		2022-06-08 09:37:11.681048
    		-1.4 ms
  



  
    		2022-06-08 10:37:13.453095
    		0.0 ms
  



  
    		2022-06-08 11:37:15.679489
    		-0.3 ms
  



  
    		2022-06-08 12:37:18.00982
    		0.0 ms
  



  
    		2022-06-08 13:37:19.825025
    		1.5 ms
  



  
    		2022-06-08 14:37:21.528017
    		0.6 ms
  



  
    		2022-06-08 15:37:23.62465
    		0.7 ms
  



  
    		2022-06-08 16:37:26.340364
    		-0.4 ms
  



  
    		2022-06-08 17:37:27.997737
    		-0.7 ms
  



  
    		2022-06-08 18:37:29.574022
    		0.4 ms
  



  
    		2022-06-08 19:37:31.188622
    		-0.1 ms
  



  
    		2022-06-08 20:37:32.754934
    		-0.1 ms
  



  
    		2022-06-08 21:37:34.654253
    		-0.9 ms
  



  
    		2022-06-08 22:37:36.996819
    		-0.8 ms
  



  
    		2022-06-08 23:37:38.692133
    		-0.8 ms
  



  
    		2022-06-09 00:37:40.620716
    		-0.1 ms
  



  
    		2022-06-09 01:37:42.39007
    		-0.2 ms
  



  
    		2022-06-09 02:37:44.050424
    		0.8 ms
  



  
    		2022-06-09 03:37:47.913413
    		-0.4 ms
  



  
    		2022-06-09 04:37:49.542981
    		-1.9 ms
  



  
    		2022-06-09 05:37:51.215794
    		-0.9 ms
  



  
    		2022-06-09 06:37:52.876899
    		0.1 ms
  



  
    		2022-06-09 07:37:54.953025
    		0.6 ms
  



  
    		2022-06-09 08:37:56.916274
    		1.1 ms
  



  
    		2022-06-09 09:37:58.854094
    		-0.1 ms
  



  
    		2022-06-09 10:38:01.579246
    		0.4 ms
  



  
    		2022-06-09 11:38:03.381054
    		-0.6 ms
  



  
    		2022-06-09 12:38:06.134354
    		-2.1 ms
  



  
    		2022-06-09 13:38:07.869386
    		2.2 ms
  



  
    		2022-06-09 14:38:09.639355
    		-0.2 ms
  



  
    		2022-06-09 15:38:11.324122
    		-0.1 ms
  



  
    		2022-06-09 16:38:12.930039
    		-0.1 ms
  



  
    		2022-06-09 17:38:15.138717
    		0.2 ms
  



  
    		2022-06-09 18:38:17.336352
    		-1.5 ms
  



  
    		2022-06-09 19:38:19.058343
    		-0.2 ms
  



  
    		2022-06-09 20:38:20.576429
    		0.0 ms
  



  
    		2022-06-09 21:38:22.386434
    		-1.1 ms
  



  
    		2022-06-09 22:38:23.875869
    		0.3 ms
  



  
    		2022-06-09 23:38:25.453747
    		-1.9 ms
  



  
    		2022-06-10 00:38:27.541237
    		-1.4 ms
  



  
    		2022-06-10 01:38:29.085508
    		1.2 ms
  



  
    		2022-06-10 02:38:32.839094
    		1.5 ms
  



  
    		2022-06-10 03:38:34.891554
    		0.9 ms
  



  
    		2022-06-10 04:38:37.8782
    		1.1 ms
  



  
    		2022-06-10 05:38:39.292014
    		0.0 ms
  



  
    		2022-06-10 06:38:41.59231
    		1.4 ms
  



  
    		2022-06-10 07:38:43.085048
    		-0.6 ms
  



  
    		2022-06-10 08:38:44.660794
    		0.2 ms
  



  
    		2022-06-10 09:38:46.23141
    		-1.4 ms
  



  
    		2022-06-10 10:38:48.897476
    		0.1 ms
  



  
    		2022-06-10 11:38:51.561121
    		0.3 ms
  



  
    		2022-06-10 12:38:54.059331
    		-1.0 ms
  



  
    		2022-06-10 13:38:55.660417
    		-1.3 ms
  



  
    		2022-06-10 14:38:57.387127
    		-0.7 ms
  



  
    		2022-06-10 15:38:59.112249
    		-0.8 ms
  



  
    		2022-06-10 16:39:01.72068
    		-0.6 ms
  



  
    		2022-06-10 17:39:03.663881
    		-0.7 ms
  



  
    		2022-06-10 18:39:05.612841
    		-0.5 ms
  



  
    		2022-06-10 19:39:07.407855
    		-0.4 ms
  



  
    		2022-06-10 20:39:09.195811
    		0.9 ms
  



  
    		2022-06-10 21:39:10.846736
    		-0.3 ms
  



  
    		2022-06-10 22:39:12.7384
    		-0.7 ms
  



  
    		2022-06-10 23:39:15.192698
    		0.0 ms
  



  
    		2022-06-11 00:39:16.999522
    		-0.5 ms
  



  
    		2022-06-11 01:39:18.813179
    		-1.1 ms
  



  
    		2022-06-11 02:39:21.097624
    		0.6 ms
  



  
    		2022-06-11 03:39:22.8215
    		0.7 ms
  



  
    		2022-06-11 04:39:25.829001
    		0.1 ms
  



  
    		2022-06-11 05:39:27.437977
    		0.9 ms
  



  
    		2022-06-11 06:39:29.074679
    		-0.5 ms
  



  
    		2022-06-11 07:39:30.611687
    		0.0 ms
  



  
    		2022-06-11 08:39:32.37991
    		-0.1 ms
  



  
    		2022-06-11 09:39:33.92285
    		-0.4 ms
  



  
    		2022-06-11 10:39:36.89514
    		-2.3 ms
  



  
    		2022-06-11 11:39:38.866949
    		-0.5 ms
  



  
    		2022-06-11 12:39:40.619344
    		-1.3 ms
  



  
    		2022-06-11 13:39:42.420538
    		0.1 ms
  



  
    		2022-06-11 14:39:44.740199
    		1.7 ms
  



  
    		2022-06-11 15:39:46.715433
    		0.2 ms
  



  
    		2022-06-11 16:39:48.475111
    		0.0 ms
  



  
    		2022-06-11 17:39:50.600827
    		0.4 ms
  



  
    		2022-06-11 18:39:52.146096
    		-2.0 ms
  



  
    		2022-06-11 19:39:53.789105
    		0.7 ms
  



  
    		2022-06-11 20:39:55.484956
    		-0.2 ms
  



  
    		2022-06-11 21:39:57.514226
    		-0.2 ms
  



  
    		2022-06-11 22:39:59.141973
    		-0.8 ms
  



  
    		2022-06-11 23:40:01.216876
    		0.8 ms
  



  
    		2022-06-12 00:40:02.848443
    		-0.5 ms
  



  
    		2022-06-12 01:40:05.345517
    		0.4 ms
  



  
    		2022-06-12 02:40:08.511051
    		0.6 ms
  



  
    		2022-06-12 03:40:10.198846
    		-0.2 ms
  



  
    		2022-06-12 04:40:13.113142
    		-0.1 ms
  



  
    		2022-06-12 05:40:15.274213
    		-1.3 ms
  



  
    		2022-06-12 06:40:17.057049
    		-1.0 ms
  



  
    		2022-06-12 07:40:19.024659
    		0.1 ms
  



  
    		2022-06-12 08:40:20.571504
    		0.4 ms
  



  
    		2022-06-12 09:40:22.603003
    		-0.1 ms
  



  
    		2022-06-12 10:40:24.336249
    		1.0 ms
  



  
    		2022-06-12 11:40:27.409206
    		0.0 ms
  



  
    		2022-06-12 12:40:29.317115
    		-0.5 ms
  



  
    		2022-06-12 13:40:31.302513
    		0.5 ms
  



  
    		2022-06-12 14:40:32.983604
    		0.5 ms
  



  
    		2022-06-12 15:40:35.163793
    		0.2 ms
  



  
    		2022-06-12 16:40:37.123357
    		0.5 ms
  



  
    		2022-06-12 17:40:38.586315
    		-0.7 ms
  



  
    		2022-06-12 18:40:40.01193
    		0.2 ms
  



  
    		2022-06-12 19:40:41.846472
    		-0.3 ms
  



  
    		2022-06-12 20:40:43.955334
    		0.2 ms
  



  
    		2022-06-12 21:40:45.742884
    		0.9 ms
  



  
    		2022-06-12 22:40:47.619776
    		1.1 ms
  



  
    		2022-06-12 23:40:49.411866
    		-0.1 ms
  



  
    		2022-06-13 00:40:51.052816
    		-1.3 ms
  



  
    		2022-06-13 01:40:52.638321
    		1.3 ms
  



  
    		2022-06-13 02:40:55.753968
    		1.0 ms
  



  
    		2022-06-13 03:40:58.632852
    		-1.7 ms
  



  
    		2022-06-13 04:41:02.041727
    		-0.6 ms
  



  
    		2022-06-13 05:41:03.805054
    		-0.1 ms
  



  
    		2022-06-13 06:41:05.463492
    		-0.9 ms
  



  
    		2022-06-13 07:41:07.293894
    		0.6 ms
  



  
    		2022-06-13 08:41:09.447156
    		-0.6 ms
  



  
    		2022-06-13 09:41:11.191713
    		-1.8 ms
  



  
    		2022-06-13 10:41:12.98542
    		-0.7 ms
  



  
    		2022-06-13 11:41:15.019503
    		-0.7 ms
  



  
    		2022-06-13 12:41:17.042291
    		-1.7 ms
  



  
    		2022-06-13 13:41:18.77311
    		-0.3 ms
  



  
    		2022-06-13 14:41:20.544783
    		0.0 ms
  



  
    		2022-06-13 15:41:22.42526
    		-0.6 ms
  



  
    		2022-06-13 16:41:24.788935
    		-0.7 ms
  



  
    		2022-06-13 17:41:26.743362
    		-0.2 ms
  



  
    		2022-06-13 18:41:28.203072
    		-0.4 ms
  



  
    		2022-06-13 19:41:29.930578
    		0.0 ms
  



  
    		2022-06-13 20:41:31.616021
    		-1.7 ms
  



  
    		2022-06-13 21:41:33.087492
    		-0.9 ms
  



  
    		2022-06-13 22:41:35.826175
    		-0.9 ms
  



  
    		2022-06-13 23:41:37.569459
    		0.7 ms
  



  
    		2022-06-14 00:41:39.492772
    		0.8 ms
  



  
    		2022-06-14 01:41:41.340847
    		0.9 ms
  



  
    		2022-06-14 02:41:42.891045
    		-0.1 ms
  



  
    		2022-06-14 03:41:46.20678
    		-0.7 ms
  



  
    		2022-06-14 04:41:48.538579
    		0.3 ms
  



  
    		2022-06-14 05:41:50.526094
    		-1.4 ms
  



  
    		2022-06-14 06:41:52.425071
    		1.2 ms
  



  
    		2022-06-14 07:41:55.122648
    		-0.3 ms
  



  
    		2022-06-14 08:41:57.050177
    		0.6 ms
  



  
    		2022-06-14 09:41:59.292944
    		-1.6 ms
  



  
    		2022-06-14 10:42:01.898327
    		-0.2 ms
  



  
    		2022-06-14 11:42:04.710942
    		-3.0 ms
  



  
    		2022-06-14 12:42:07.088276
    		-3.7 ms
  



  
    		2022-06-14 13:42:08.935073
    		-2.2 ms
  



  
    		2022-06-14 14:42:10.839321
    		-0.2 ms
  



  
    		2022-06-14 15:42:12.539709
    		-0.9 ms
  



  
    		2022-06-14 16:42:14.578118
    		-0.5 ms
  



  
    		2022-06-14 17:42:16.000541
    		0.3 ms
  



  
    		2022-06-14 18:42:17.778328
    		0.4 ms
  



  
    		2022-06-14 19:42:19.625449
    		0.1 ms
  



  
    		2022-06-14 20:42:21.109949
    		0.3 ms
  



  
    		2022-06-14 21:42:23.041547
    		0.5 ms
  



  
    		2022-06-14 22:42:25.467428
    		1.6 ms
  



  
    		2022-06-14 23:42:27.491755
    		2.0 ms
  



  
    		2022-06-15 00:42:29.593573
    		0.1 ms
  



  
    		2022-06-15 01:42:31.422157
    		-2.0 ms
  



  
    		2022-06-15 02:42:34.297406
    		0.0 ms
  



  
    		2022-06-15 03:42:38.60966
    		-1.2 ms
  



  
    		2022-06-15 04:42:41.505304
    		0.1 ms
  



  
    		2022-06-15 05:42:44.227854
    		-0.4 ms
  



  
    		2022-06-15 06:42:45.858623
    		-0.5 ms
  



  
    		2022-06-15 07:42:48.191483
    		-0.3 ms
  



  
    		2022-06-15 08:42:50.222805
    		0.2 ms
  



  
    		2022-06-15 09:42:51.880603
    		-0.1 ms
  



  
    		2022-06-15 10:42:53.780011
    		0.0 ms
  



  
    		2022-06-15 11:42:55.514593
    		-0.3 ms
  



  
    		2022-06-15 12:42:57.706921
    		-0.5 ms
  



  
    		2022-06-15 13:42:59.284099
    		-1.4 ms
  



  
    		2022-06-15 14:43:01.408062
    		-3.3 ms
  



  
    		2022-06-15 15:43:03.563058
    		-0.1 ms
  



  
    		2022-06-15 16:43:05.163985
    		0.0 ms
  



  
    		2022-06-15 17:43:07.925168
    		-0.5 ms
  



  
    		2022-06-15 18:43:09.881618
    		-1.4 ms
  



  
    		2022-06-15 19:43:11.75966
    		-1.8 ms
  



  
    		2022-06-15 20:43:13.37125
    		-0.4 ms
  



  
    		2022-06-15 21:43:15.579291
    		-0.9 ms
  



  
    		2022-06-15 22:43:17.355797
    		-0.1 ms
  



  
    		2022-06-15 23:43:19.379321
    		0.6 ms
  



  
    		2022-06-16 00:43:21.704195
    		1.5 ms
  



  
    		2022-06-16 01:43:23.442094
    		-0.3 ms
  



  
    		2022-06-16 02:43:25.520896
    		0.4 ms
  



  
    		2022-06-16 03:43:28.943659
    		-0.3 ms
  



  
    		2022-06-16 04:43:33.673509
    		-0.7 ms
  



  
    		2022-06-16 05:43:35.203262
    		-0.5 ms
  



  
    		2022-06-16 06:43:37.797711
    		-0.1 ms
  



  
    		2022-06-16 07:43:40.076166
    		-0.8 ms
  



  
    		2022-06-16 08:43:43.028336
    		-0.9 ms
  



  
    		2022-06-16 09:43:44.88034
    		0.0 ms
  



  
    		2022-06-16 10:43:46.707448
    		0.2 ms
  



  
    		2022-06-16 11:43:49.706911
    		0.2 ms
  



  
    		2022-06-16 12:43:51.907339
    		-2.9 ms
  



  
    		2022-06-16 13:43:54.439657
    		-1.2 ms
  



  
    		2022-06-16 14:43:56.097942
    		-1.7 ms
  



  
    		2022-06-16 15:43:57.999007
    		-0.3 ms
  



  
    		2022-06-16 16:43:59.533383
    		0.5 ms
  



  
    		2022-06-16 17:44:01.207343
    		1.0 ms
  



  
    		2022-06-16 18:44:03.42368
    		-1.4 ms
  



  
    		2022-06-16 19:44:05.371686
    		-1.2 ms
  



  
    		2022-06-16 20:44:07.226422
    		-0.4 ms
  



  
    		2022-06-16 21:44:08.949262
    		1.7 ms
  



  
    		2022-06-16 22:44:10.672716
    		1.9 ms
  



  
    		2022-06-16 23:44:12.139087
    		2.0 ms
  



  
    		2022-06-17 00:44:14.09911
    		0.4 ms
  



  
    		2022-06-17 01:44:15.720167
    		2.5 ms
  



  
    		2022-06-17 02:44:17.70448
    		-0.2 ms
  



  
    		2022-06-17 03:44:19.620637
    		-0.4 ms
  



  
    		2022-06-17 04:44:22.258586
    		-1.1 ms
  



  
    		2022-06-17 05:44:24.33627
    		-1.0 ms
  



  
    		2022-06-17 06:44:26.122416
    		1.8 ms
  



  
    		2022-06-17 07:44:27.682743
    		2.5 ms
  



  
    		2022-06-17 08:44:29.286368
    		1.9 ms
  



  
    		2022-06-17 09:44:31.78281
    		1.5 ms
  



  
    		2022-06-17 10:44:33.525016
    		0.4 ms
  



  
    		2022-06-17 11:44:36.23811
    		1.0 ms
  



  
    		2022-06-17 12:44:38.549013
    		-0.5 ms
  



  
    		2022-06-17 13:44:40.278207
    		1.6 ms
  



  
    		2022-06-17 14:44:42.42449
    		-5.6 ms
  



  
    		2022-06-17 15:44:44.543691
    		-1.8 ms
  



  
    		2022-06-17 16:44:46.455569
    		1.0 ms
  



  
    		2022-06-17 17:44:49.03986
    		-0.7 ms
  



  
    		2022-06-17 18:44:51.735091
    		-0.9 ms
  



  
    		2022-06-17 19:44:53.875821
    		1.1 ms
  



  
    		2022-06-17 20:44:55.337701
    		0.3 ms
  



  
    		2022-06-17 21:44:57.272499
    		-0.5 ms
  



  
    		2022-06-17 22:44:58.893279
    		0.1 ms
  



  
    		2022-06-17 23:45:00.686252
    		0.1 ms
  



  
    		2022-06-18 00:45:02.412214
    		-0.8 ms
  



  
    		2022-06-18 01:45:04.598917
    		0.6 ms
  



  
    		2022-06-18 02:45:06.052123
    		-0.6 ms
  



  
    		2022-06-18 03:45:08.95192
    		-0.4 ms
  



  
    		2022-06-18 04:45:10.615647
    		-1.2 ms
  



  
    		2022-06-18 05:45:12.323159
    		-1.5 ms
  



  
    		2022-06-18 06:45:13.975522
    		-0.1 ms
  



  
    		2022-06-18 07:45:15.867504
    		-0.7 ms
  



  
    		2022-06-18 08:45:17.690357
    		0.7 ms
  



  
    		2022-06-18 09:45:19.99263
    		-0.4 ms
  



  
    		2022-06-18 10:45:22.448054
    		-0.3 ms
  



  
    		2022-06-18 11:45:24.47655
    		0.4 ms
  



  
    		2022-06-18 12:45:26.54608
    		-1.6 ms
  



  
    		2022-06-18 13:45:28.249547
    		-2.1 ms
  



  
    		2022-06-18 14:45:29.589049
    		1.2 ms
  



  
    		2022-06-18 15:45:31.208258
    		0.0 ms
  



  
    		2022-06-18 16:45:33.937798
    		-0.7 ms
  



  
    		2022-06-18 17:45:36.011274
    		-2.3 ms
  



  
    		2022-06-18 18:45:37.728552
    		-0.4 ms
  



  
    		2022-06-18 19:45:39.347825
    		-0.5 ms
  



  
    		2022-06-18 20:45:40.939222
    		-0.8 ms
  



  
    		2022-06-18 21:45:42.965627
    		0.2 ms
  



  
    		2022-06-18 22:45:44.984578
    		-1.4 ms
  



  
    		2022-06-18 23:45:46.924277
    		-0.2 ms
  



  
    		2022-06-19 00:45:48.471318
    		-0.8 ms
  



  
    		2022-06-19 01:45:51.073042
    		0.5 ms
  



  
    		2022-06-19 02:45:53.029394
    		-0.1 ms
  



  
    		2022-06-19 03:45:54.862609
    		0.1 ms
  



  
    		2022-06-19 04:45:57.087619
    		3.2 ms
  



  
    		2022-06-19 05:45:59.551536
    		0.4 ms
  



  
    		2022-06-19 06:46:01.07342
    		1.6 ms
  



  
    		2022-06-19 07:46:02.603478
    		-0.7 ms
  



  
    		2022-06-19 08:46:04.623729
    		0.1 ms
  



  
    		2022-06-19 09:46:06.530935
    		0.2 ms
  



  
    		2022-06-19 10:46:08.567935
    		0.2 ms
  



  
    		2022-06-19 11:46:10.423558
    		1.0 ms
  



  
    		2022-06-19 12:46:12.159068
    		-0.4 ms
  



  
    		2022-06-19 13:46:13.940332
    		-0.3 ms
  



  
    		2022-06-19 14:46:16.010289
    		0.7 ms
  



  
    		2022-06-19 15:46:17.661128
    		-0.4 ms
  



  
    		2022-06-19 16:46:19.95937
    		0.6 ms
  



  
    		2022-06-19 17:46:21.633412
    		-0.5 ms
  



  
    		2022-06-19 18:46:23.545558
    		-1.6 ms
  



  
    		2022-06-19 19:46:25.345519
    		0.2 ms
  



  
    		2022-06-19 20:46:27.796463
    		-0.3 ms
  



  
    		2022-06-19 21:46:29.390954
    		0.1 ms
  



  
    		2022-06-19 22:46:31.228895
    		-0.4 ms
  



  
    		2022-06-19 23:46:33.631776
    		0.2 ms
  



  
    		2022-06-20 00:46:36.092756
    		1.6 ms
  



  
    		2022-06-20 01:46:38.018407
    		-0.9 ms
  



  
    		2022-06-20 02:46:40.244483
    		-1.4 ms
  



  
    		2022-06-20 03:46:43.339693
    		-1.2 ms
  



  
    		2022-06-20 04:46:45.210352
    		-0.2 ms
  



  
    		2022-06-20 05:46:46.97398
    		0.7 ms
  



  
    		2022-06-20 06:46:48.53845
    		1.5 ms
  



  
    		2022-06-20 07:46:50.343456
    		0.4 ms
  



  
    		2022-06-20 08:46:52.5065
    		-1.6 ms
  



  
    		2022-06-20 09:46:55.373745
    		-1.3 ms
  



  
    		2022-06-20 10:46:57.313197
    		-1.0 ms
  



  
    		2022-06-20 11:46:59.309821
    		0.2 ms
  



  
    		2022-06-20 12:47:01.08834
    		0.4 ms
  



  
    		2022-06-20 13:47:03.199296
    		0.9 ms
  



  
    		2022-06-20 14:47:05.032834
    		-0.3 ms
  



  
    		2022-06-20 15:47:06.570506
    		-0.3 ms
  



  
    		2022-06-20 16:47:08.082617
    		1.2 ms
  



  
    		2022-06-20 17:47:10.659456
    		-0.6 ms
  



  
    		2022-06-20 18:47:13.02764
    		1.0 ms
  



  
    		2022-06-20 19:47:14.774463
    		-0.7 ms
  



  
    		2022-06-20 20:47:16.291367
    		-0.6 ms
  



  
    		2022-06-20 21:47:18.16487
    		-0.9 ms
  



  
    		2022-06-20 22:47:19.860904
    		-2.3 ms
  



  
    		2022-06-20 23:47:21.809284
    		-1.7 ms
  



  
    		2022-06-21 00:47:23.416099
    		-0.8 ms
  



  
    		2022-06-21 01:47:25.129019
    		0.7 ms
  



  
    		2022-06-21 02:47:26.835646
    		1.2 ms
  



  
    		2022-06-21 03:47:29.140166
    		0.8 ms
  



  
    		2022-06-21 04:47:30.716726
    		-1.0 ms
  



  
    		2022-06-21 05:47:32.977957
    		-1.0 ms
  



  
    		2022-06-21 06:47:35.102132
    		-0.7 ms
  



  
    		2022-06-21 07:47:36.811667
    		-1.8 ms
  



  
    		2022-06-21 08:47:39.011517
    		-1.6 ms
  



  
    		2022-06-21 09:47:40.969934
    		-0.9 ms
  



  
    		2022-06-21 10:47:43.113506
    		-1.2 ms
  



  
    		2022-06-21 11:47:44.647568
    		0.3 ms
  



  
    		2022-06-21 12:47:47.353509
    		-1.5 ms
  



  
    		2022-06-21 13:47:49.188385
    		-0.5 ms
  



  
    		2022-06-21 14:47:52.057913
    		-0.3 ms
  



  
    		2022-06-21 15:47:54.302534
    		-0.7 ms
  



  
    		2022-06-21 16:47:57.135587
    		1.0 ms
  



  
    		2022-06-21 17:47:59.011028
    		-1.1 ms
  



  
    		2022-06-21 18:48:00.995382
    		0.1 ms
  



  
    		2022-06-21 19:48:02.705265
    		-0.4 ms
  



  
    		2022-06-21 20:48:04.333417
    		0.0 ms
  



  
    		2022-06-21 21:48:05.973713
    		-0.5 ms
  



  
    		2022-06-21 22:48:07.884842
    		-0.2 ms
  



  
    		2022-06-21 23:48:09.875425
    		-0.2 ms
  



  
    		2022-06-22 00:48:11.467941
    		1.5 ms
  



  
    		2022-06-22 01:48:13.080512
    		0.9 ms
  



  
    		2022-06-22 02:48:14.615236
    		-0.1 ms
  



  
    		2022-06-22 03:48:16.496623
    		-0.2 ms
  



  
    		2022-06-22 04:48:18.029224
    		0.6 ms
  



  
    		2022-06-22 05:48:20.388126
    		0.9 ms
  



  
    		2022-06-22 06:48:22.717613
    		0.3 ms
  



  
    		2022-06-22 07:48:24.384637
    		1.3 ms
  



  
    		2022-06-22 08:48:26.76803
    		0.6 ms
  



  
    		2022-06-22 09:48:29.161902
    		0.7 ms
  



  
    		2022-06-22 10:48:31.07597
    		-0.9 ms
  



  
    		2022-06-22 11:48:33.248689
    		-0.2 ms
  



  
    		2022-06-22 12:48:35.801066
    		0.8 ms
  



  
    		2022-06-22 13:48:38.136367
    		-0.1 ms
  



  
    		2022-06-22 14:48:39.840008
    		-1.1 ms
  



  
    		2022-06-22 15:48:41.744827
    		-1.2 ms
  



  
    		2022-06-22 16:48:43.705365
    		-1.2 ms
  



  
    		2022-06-22 17:48:45.368997
    		-0.2 ms
  



  
    		2022-06-22 18:48:47.734267
    		-1.7 ms
  



  
    		2022-06-22 19:48:50.067939
    		-0.6 ms
  



  
    		2022-06-22 20:48:51.795368
    		-0.1 ms
  



  
    		2022-06-22 21:48:53.679121
    		0.3 ms
  



  
    		2022-06-22 22:48:55.645778
    		0.8 ms
  



  
    		2022-06-22 23:48:57.716041
    		0.2 ms
  



  
    		2022-06-23 00:48:59.348036
    		0.0 ms
  



  
    		2022-06-23 01:49:01.244692
    		0.9 ms
  



  
    		2022-06-23 02:49:03.400983
    		0.2 ms
  



  
    		2022-06-23 03:49:06.858329
    		-0.9 ms
  



  
    		2022-06-23 04:49:10.059882
    		-0.7 ms
  



  
    		2022-06-23 05:49:12.133033
    		-1.4 ms
  



  
    		2022-06-23 06:49:13.864789
    		-0.4 ms
  



  
    		2022-06-23 07:49:17.226427
    		-0.4 ms
  



  
    		2022-06-23 08:49:19.340176
    		0.1 ms
  



  
    		2022-06-23 09:49:21.062012
    		-0.2 ms
  



  
    		2022-06-23 10:49:22.975404
    		-0.1 ms
  



  
    		2022-06-23 11:49:26.185739
    		0.8 ms
  



  
    		2022-06-23 12:49:28.339144
    		-0.9 ms
  



  
    		2022-06-23 13:49:30.459245
    		-0.5 ms
  



  
    		2022-06-23 14:49:32.350692
    		0.2 ms
  



  
    		2022-06-23 15:49:34.185169
    		-0.3 ms
  



  
    		2022-06-23 16:49:35.655527
    		-1.1 ms
  



  
    		2022-06-23 17:49:38.172766
    		0.3 ms
  



  
    		2022-06-23 18:49:40.164976
    		0.6 ms
  



  
    		2022-06-23 19:49:41.891347
    		-0.9 ms
  



  
    		2022-06-23 20:49:44.514811
    		-0.1 ms
  



  
    		2022-06-23 21:49:46.897851
    		-0.9 ms
  



  
    		2022-06-23 22:49:49.171418
    		1.1 ms
  



  
    		2022-06-23 23:49:50.684673
    		0.7 ms
  



  
    		2022-06-24 00:49:52.392204
    		-0.2 ms
  



  
    		2022-06-24 01:49:54.095043
    		-0.2 ms
  



  
    		2022-06-24 02:49:55.708013
    		0.5 ms
  



  
    		2022-06-24 03:49:57.560025
    		-0.5 ms
  



  
    		2022-06-24 04:49:59.847927
    		0.6 ms
  



  
    		2022-06-24 05:50:01.976094
    		0.3 ms
  



  
    		2022-06-24 06:50:03.577555
    		1.0 ms
  



  
    		2022-06-24 07:50:05.871188
    		0.1 ms
  



  
    		2022-06-24 08:50:08.582875
    		-1.1 ms
  



  
    		2022-06-24 09:50:10.517494
    		0.2 ms
  



  
    		2022-06-24 10:50:12.91582
    		-1.3 ms
  



  
    		2022-06-24 11:50:14.448657
    		-0.6 ms
  



  
    		2022-06-24 12:50:16.04953
    		0.3 ms
  



  
    		2022-06-24 13:50:17.978791
    		-1.3 ms
  



  
    		2022-06-24 14:50:20.015386
    		0.8 ms
  



  
    		2022-06-24 15:50:21.735112
    		0.8 ms
  



  
    		2022-06-24 16:50:23.689965
    		0.1 ms
  



  
    		2022-06-24 17:50:25.296012
    		0.1 ms
  



  
    		2022-06-24 18:50:27.204135
    		0.2 ms
  



  
    		2022-06-24 19:50:28.96534
    		-0.9 ms
  



  
    		2022-06-24 20:50:30.712479
    		-0.1 ms
  



  
    		2022-06-24 21:50:32.76672
    		1.3 ms
  



  
    		2022-06-24 22:50:34.44493
    		0.8 ms
  



  
    		2022-06-24 23:50:36.139228
    		0.7 ms
  



  
    		2022-06-25 00:50:38.534975
    		-0.1 ms
  



  
    		2022-06-25 01:50:40.275175
    		-0.5 ms
  



  
    		2022-06-25 02:50:42.252992
    		0.0 ms
  



  
    		2022-06-25 03:50:43.902239
    		-0.7 ms
  



  
    		2022-06-25 04:50:45.711417
    		-0.7 ms
  



  
    		2022-06-25 05:50:47.686
    		-1.3 ms
  



  
    		2022-06-25 06:50:49.44423
    		-0.6 ms
  



  
    		2022-06-25 07:50:51.235239
    		-1.0 ms
  



  
    		2022-06-25 08:50:53.074018
    		-2.1 ms
  



  
    		2022-06-25 09:50:54.713648
    		-1.2 ms
  



  
    		2022-06-25 10:50:56.637107
    		-0.4 ms
  



  
    		2022-06-25 11:50:58.411082
    		-1.8 ms
  



  
    		2022-06-25 12:51:00.268621
    		1.3 ms
  



  
    		2022-06-25 13:51:02.679632
    		1.1 ms
  



  
    		2022-06-25 14:51:04.734898
    		0.7 ms
  



  
    		2022-06-25 15:51:06.679307
    		0.8 ms
  



  
    		2022-06-25 16:51:08.105569
    		0.9 ms
  



  
    		2022-06-25 17:51:10.369608
    		0.1 ms
  



  
    		2022-06-25 18:51:12.171966
    		1.0 ms
  



  
    		2022-06-25 19:51:14.994501
    		-0.8 ms
  



  
    		2022-06-25 20:51:17.156437
    		-0.3 ms
  



  
    		2022-06-25 21:51:18.793621
    		0.1 ms
  



  
    		2022-06-25 22:51:20.931204
    		-1.0 ms
  



  
    		2022-06-25 23:51:22.52048
    		-1.2 ms
  



  
    		2022-06-26 00:51:24.210716
    		-0.7 ms
  



  
    		2022-06-26 01:51:25.899202
    		1.5 ms
  



  
    		2022-06-26 02:51:27.439414
    		-0.5 ms
  



  
    		2022-06-26 03:51:29.085598
    		-0.6 ms
  



  
    		2022-06-26 04:51:31.16021
    		0.1 ms
  



  
    		2022-06-26 05:51:33.066249
    		-0.9 ms
  



  
    		2022-06-26 06:51:35.629335
    		1.2 ms
  



  
    		2022-06-26 07:51:37.819619
    		0.8 ms
  



  
    		2022-06-26 08:51:40.140035
    		0.7 ms
  



  
    		2022-06-26 09:51:42.356804
    		-0.5 ms
  



  
    		2022-06-26 10:51:44.949709
    		0.4 ms
  



  
    		2022-06-26 11:51:47.214477
    		-0.4 ms
  



  
    		2022-06-26 12:51:48.925162
    		-0.3 ms
  



  
    		2022-06-26 13:51:50.676764
    		0.6 ms
  



  
    		2022-06-26 14:51:52.818345
    		1.2 ms
  



  
    		2022-06-26 15:51:54.964145
    		-0.1 ms
  



  
    		2022-06-26 16:51:56.59938
    		0.2 ms
  



  
    		2022-06-26 17:51:58.633412
    		-0.3 ms
  



  
    		2022-06-26 18:52:00.224545
    		0.5 ms
  



  
    		2022-06-26 19:52:01.886144
    		-0.4 ms
  



  
    		2022-06-26 20:52:03.897698
    		-0.8 ms
  



  
    		2022-06-26 21:52:05.85811
    		-1.0 ms
  



  
    		2022-06-26 22:52:07.487696
    		1.4 ms
  



  
    		2022-06-26 23:52:09.557616
    		0.1 ms
  



  
    		2022-06-27 00:52:11.280369
    		0.6 ms
  



  
    		2022-06-27 01:52:13.123235
    		-0.4 ms
  



  
    		2022-06-27 02:52:14.829928
    		-2.1 ms
  



  
    		2022-06-27 03:52:16.381125
    		-0.1 ms
  



  
    		2022-06-27 04:52:18.461039
    		0.0 ms
  



  
    		2022-06-27 05:52:20.244997
    		0.2 ms
  



  
    		2022-06-27 06:52:22.562808
    		-1.7 ms
  



  
    		2022-06-27 07:52:24.304557
    		-1.0 ms
  



  
    		2022-06-27 08:52:27.092287
    		-1.3 ms
  



  
    		2022-06-27 09:52:28.804135
    		-1.2 ms
  



  
    		2022-06-27 10:52:31.453352
    		-1.2 ms
  



  
    		2022-06-27 11:52:33.480064
    		-0.5 ms
  



  
    		2022-06-27 12:52:35.277594
    		-1.8 ms
  



  
    		2022-06-27 13:52:37.272637
    		-1.4 ms
  



  
    		2022-06-27 14:52:39.275744
    		-2.0 ms
  



  
    		2022-06-27 15:52:41.740083
    		0.7 ms
  



  
    		2022-06-27 16:52:43.746235
    		-0.8 ms
  



  
    		2022-06-27 17:52:45.425294
    		1.4 ms
  



  
    		2022-06-27 18:52:47.764632
    		0.4 ms
  



  
    		2022-06-27 19:52:49.414848
    		0.7 ms
  



  
    		2022-06-27 20:52:51.243645
    		-0.1 ms
  



  
    		2022-06-27 21:52:52.696596
    		-0.4 ms
  



  
    		2022-06-27 22:52:54.619809
    		0.8 ms
  



  
    		2022-06-27 23:52:56.346969
    		-1.0 ms
  



  
    		2022-06-28 00:52:57.927237
    		-0.8 ms
  



  
    		2022-06-28 01:52:59.816344
    		0.6 ms
  



  
    		2022-06-28 02:53:02.935279
    		0.3 ms
  



  
    		2022-06-28 03:53:06.974893
    		-0.2 ms
  



  
    		2022-06-28 04:53:11.43742
    		-0.2 ms
  



  
    		2022-06-28 05:53:13.569238
    		0.9 ms
  



  
    		2022-06-28 06:53:15.679511
    		0.7 ms
  



  
    		2022-06-28 07:53:17.574518
    		-1.2 ms
  



  
    		2022-06-28 08:53:20.055437
    		-0.2 ms
  



  
    		2022-06-28 09:53:21.749248
    		-4.1 ms
  



  
    		2022-06-28 10:53:23.57948
    		-1.7 ms
  



  
    		2022-06-28 11:53:25.509246
    		-0.5 ms
  



  
    		2022-06-28 12:53:28.538373
    		-0.9 ms
  



  
    		2022-06-28 13:53:30.202064
    		-1.0 ms
  



  
    		2022-06-28 14:53:32.789588
    		-1.1 ms
  



  
    		2022-06-28 15:53:35.186865
    		0.3 ms
  



  
    		2022-06-28 16:53:37.290441
    		0.3 ms
  



  
    		2022-06-28 17:53:39.550476
    		-0.5 ms
  



  
    		2022-06-28 18:53:41.412324
    		0.0 ms
  



  
    		2022-06-28 19:53:43.393168
    		-1.0 ms
  



  
    		2022-06-28 20:53:46.214936
    		-1.4 ms
  



  
    		2022-06-28 21:53:47.870483
    		-1.3 ms
  



  
    		2022-06-28 22:53:49.475524
    		0.3 ms
  



  
    		2022-06-28 23:53:51.138884
    		1.0 ms
  



  
    		2022-06-29 00:53:52.592445
    		0.2 ms
  



  
    		2022-06-29 01:53:54.609892
    		0.1 ms
  



  
    		2022-06-29 02:53:57.001253
    		0.4 ms
  



  
    		2022-06-29 03:53:59.225843
    		-1.5 ms
  



  
    		2022-06-29 04:54:01.892511
    		-0.8 ms
  



  
    		2022-06-29 05:54:04.464729
    		0.7 ms
  



  
    		2022-06-29 06:54:06.588438
    		-0.6 ms
  



  
    		2022-06-29 07:54:08.349172
    		-0.2 ms
  



  
    		2022-06-29 08:54:10.228904
    		-0.3 ms
  



  
    		2022-06-29 09:54:12.718112
    		0.8 ms
  



  
    		2022-06-29 10:54:15.016804
    		-0.6 ms
  



  
    		2022-06-29 11:54:17.092316
    		-0.4 ms
  



  
    		2022-06-29 12:54:19.26326
    		-0.7 ms
  



  
    		2022-06-29 13:54:21.414168
    		-2.5 ms
  



  
    		2022-06-29 14:54:23.25896
    		0.9 ms
  



  
    		2022-06-29 15:54:24.817059
    		1.9 ms
  



  
    		2022-06-29 16:54:26.653153
    		0.7 ms
  



  
    		2022-06-29 17:54:28.738173
    		0.3 ms
  



  
    		2022-06-29 18:54:30.438679
    		-1.5 ms
  



  
    		2022-06-29 19:54:32.148807
    		-0.3 ms
  



  
    		2022-06-29 20:54:34.20422
    		-1.1 ms
  



  
    		2022-06-29 21:54:35.949902
    		0.8 ms
  



  
    		2022-06-29 22:54:37.505826
    		-0.8 ms
  



  
    		2022-06-29 23:54:38.991816
    		0.0 ms
  



  
    		2022-06-30 00:54:41.073508
    		0.5 ms
  



  
    		2022-06-30 01:54:43.242439
    		-0.5 ms
  



  
    		2022-06-30 02:54:44.733905
    		0.4 ms
  



  
    		2022-06-30 03:54:46.478707
    		-0.1 ms
  



  
    		2022-06-30 04:54:49.069011
    		-0.7 ms
  



  
    		2022-06-30 05:54:50.848111
    		0.0 ms
  



  
    		2022-06-30 06:54:52.525814
    		0.0 ms
  



  
    		2022-06-30 07:54:54.214721
    		1.0 ms
  



  
    		2022-06-30 08:54:56.237677
    		0.2 ms
  



  
    		2022-06-30 09:54:58.169517
    		-0.4 ms
  



  
    		2022-06-30 10:55:00.880039
    		-0.5 ms
  



  
    		2022-06-30 11:55:02.897515
    		1.2 ms
  



  
    		2022-06-30 12:55:05.074263
    		0.8 ms
  



  
    		2022-06-30 13:55:07.070995
    		0.1 ms
  



  
    		2022-06-30 14:55:08.570021
    		-0.5 ms
  



  
    		2022-06-30 15:55:10.395754
    		-0.5 ms
  



  
    		2022-06-30 16:55:12.221375
    		-0.7 ms
  



  
    		2022-06-30 17:55:13.926138
    		0.4 ms
  



  
    		2022-06-30 18:55:15.834806
    		0.2 ms
  



  
    		2022-06-30 19:55:17.512548
    		0.4 ms
  



  
    		2022-06-30 20:55:19.61072
    		0.8 ms
  



  
    		2022-06-30 21:55:21.167592
    		-0.9 ms
  



  
    		2022-06-30 22:55:23.931486
    		0.2 ms
  



  
    		2022-06-30 23:55:25.534253
    		0.9 ms
  



  
    		2022-07-01 00:55:27.371112
    		0.0 ms
  



  
    		2022-07-01 01:55:29.188942
    		-1.2 ms
  



  
    		2022-07-01 02:55:31.038016
    		-0.8 ms
  



  
    		2022-07-01 03:55:33.391293
    		-1.2 ms
  



  
    		2022-07-01 04:55:37.083488
    		0.5 ms
  



  
    		2022-07-01 05:55:38.468448
    		-0.3 ms
  



  
    		2022-07-01 06:55:40.087077
    		-0.2 ms
  



  
    		2022-07-01 07:55:43.225765
    		-1.1 ms
  







###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.




  
    		Time
    		IP
    		Event
  


    
    		2022-06-30 08:26:43.993 UTC
    		85.226.239.70
    		Oscar Luu (OL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2022-06-30 08:34:33.145 UTC
    		85.226.239.70
    		Oscar Luu (OL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-25 16:54:54 UTC.
  

  
    		2022-06-30 08:48:54.085 UTC
    		195.234.150.216
    		Pontus Sjögren (PS2) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2022-06-30 08:48:58.834 UTC
    		195.234.150.216
    		Pontus Sjögren (PS2) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-25 16:54:54 UTC.
  

  
    		2022-07-01 07:13:01.078 UTC
    		212.100.124.63
    		Kristian Pamp (KP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2022-07-01 07:13:01.622 UTC
    		212.100.124.63
    		Kristian Pamp (KP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-25 16:54:54 UTC.
  

  
    		2022-07-01 08:15:12.225 UTC
    		94.191.152.71
    		Anders Nilsson (AN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2022-07-01 08:16:31.788 UTC
    		94.191.152.71
    		Anders Nilsson (AN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-25 16:54:54 UTC.
  

  
    		2022-07-01 08:26:53.736 UTC
    		81.229.156.28
    		Erik Ranje (ER) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2022-07-01 08:26:59.551 UTC
    		81.229.156.28
    		Erik Ranje (ER) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-25 16:54:54 UTC.
  








